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Al.1.1 - Carti si capitole in carti de specialitate in edituri recunoscute -

internationale
::t Lucrarea publicata Irr'::;?z?tr
Frédéric Cuppens, Simon Foley, Bogdan Groza, Marius Minea (Eds.): CRIiSIS
1 2011, Proceedings of the Sixth International Conference on Risks and Security of 0
Internet and Systems, IEEE Catalog Number CFP1161F-ART, ISBN 978-1-4577-
1891-5 (doar merite editoriale, nu se revendica punctaj)
TOTAL 0

A1.1.2 - Carti si capitole in carti de specialitate in edituri recunoscute - nationale

ne Lucrarea publicata Indicator
ot P realizat

Groza Bogdan, Constructii criptografice hibride bazate pe tehnici simetrice si
1 |asimetrice, aplicatii in sisteme de conducere, Editura Politehnica, Teza de 20
Doctorat, Timisoara, ISBN: 978-973-625-688-2, 131 p., 2008

Groza Bogdan, Introducere in criptografie: functii criptografice, fundamente
2 |matematice si computationale, Editura Politehnica, Timisoara, ISBN 978-606-554- 20
499-4, 200 p., 2012

Bogdan Groza, Introducere in Sistemele Criptografice cu Cheie Publica, Editura

Politehnica Timisoara, ISBN 978-973-625-564-9, 136 p., 2007 20

Bogdan Groza, Introducere in Inteligenta Artificiala, Aplicatii cu Strategii de
4  |Cautare Neinformate si Informate, Editura PolitehnicaTimisoara, ISBN 978-973- 20
625-779-7, 89 p., 2008

Bogdan Groza, Editura Politehnica, Cryptography - Application Notes in C, .NET

> and Java, Editura Politehnica Timisoara, ISBN 978-606-35-0024-4, 84 p., 2015 20
TOTAL 100
Candidat,
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Al.2.1 - Material didactic / Lucrari didactice

N Lucrarea publicata e iz
crt. realizat
Bogdan Groza, Note de curs la criptografie in limba engleza cu titlul "Theoretical
1 [Background on Cryptographic Primitives"disponibile la 10
http://www.aut.upt.ro/~bgroza/Books/Crypto_Introduction.pdf
Stefan Murvay, Horatiu Gurban, Bogdan Groza, Note de laborator in format
2 |electronic "A Practical Introduction to Microcontroller Programming with S12", 10
disponibil la http://www.aut.upt.ro/~bgroza/Books/S12Works.pdf
TOTAL 20
Candidat,
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A2.1 - Articole in reviste cotate si in volumele unor manifestari stiintifice indexate ISI

proceedings

Nr.

crt.

Lucrarea publicata

Nr.
autori

Factor
impact

Indicator
realizat

Cristea, M.; Groza, B., "Fingerprinting Smartphones Remotely via ICMP
Timestamps," Communications Letters, IEEE , vol.17, no.6,
pp.1081,1083, June 2013, ISSN 1089-7798.

1.268

25.18

Groza, B.; Murvay, S., "Efficient Protocols for Secure Broadcast in
Controller Area Networks," Industrial Informatics, IEEE Transactions on ,
vol.9, no.4, pp.2034,2042, Nov. 2013, ISSN 1551-3203.

Bogdan Groza, Bogdan Warinschi, "Client puzzles and DoS resilience,
Revisited", Designs Codes and Cryptography, Springer-Verlag, April
2013. ISSN: 0925-1022

0.958

22.08

B. Groza, M. Minea, M. Cristea, P.S. Murvay, M. lacob, "Protocol
vulnerabilities in practice: causes, modeling and automatic detection"”,
Proceedings of the Romanian Academy, Series A, Vol. 13, No. 2, April-
June, 2012.

1.658

11.63

Groza, B.; Murvay, S., "Source Identification Using Signal Characteristics
in Controller Area Networks" Signal Processing Letters, IEEE, (published
Jan. 2014), ISSN 1070-9908

1.751

30.01

Groza, Bogdan, and Pal-Stefan Murvay. "Broadcast Authentication in a
Low Speed Controller Area Network." E-Business and
Telecommunications, Springer Berlin Heidelberg, revised post-
proceedings version of our article "Higher layer authentication for
broadcast in Controller Area Networks" Proc. 6th International
Conference on Security and Cryptography (SECRYPT'11), 2012. 330-
344.

15

Groza, Bogdan, and Marius Minea. "A formal approach for automated
reasoning about off-line and undetectable on-line guessing." Financial
Cryptography and Data Security . Springer Berlin Heidelberg, 2010. 391-
399. (Rank A)

15

Groza, Bogdan, and Marius Minea. "A calculus to detect guessing
attacks."Information Security . Springer Berlin Heidelberg, 2009. 59-67.
(Rank B)

15

Groza, Bogdan, and Lavinia E. Dragomir. "A multidisciplinary project:
How to turn a webcam into a secure-cam." Applied Computational
Intelligence and Informatics, 2009. SACI'09. 5th International
Symposium on . IEEE, 2009.

15

10

Groza, Bogdan. "Analysis of a password strengthening technique and its
practical use." Emerging Security Information, Systems and
Technologies, 2009. SECURWARE'09. Third International Conference
on. |IEEE, 2009.

30

11

Groza, Bogdan, and T-L. Dragomir. "Using a cryptographic
authentication protocol for the secure control of a robot over

TCP/IP." Automation, Quality and Testing, Robotics, 2008. AQTR 2008.
IEEE International Conference on. Vol. 1. IEEE, 2008.

15

12

Groza, Bogdan, Dragos Pop, and loan Silea. "Java implementation of an
authentication protocol with application on mobile phones." Automation,
Quality and Testing, Robotics, 2008. AQTR 2008. IEEE International
Conference on . Vol. 1. IEEE, 2008.

10

13

Groza, Bogdan. "Broadcast authentication protocol with time
synchronization and quadratic residues chain." Availability, Reliability
and Security, 2007. ARES 2007. The Second International Conference
on . |EEE, 2007. (Rank B)

30

14

Groza, Bogdan. "An Extension of the RSA Trapdoor in a KEM/DEM
Framework." Symbolic and Numeric Algorithms for Scientific Computing,
2007. SYNASC. International Symposium on . IEEE, 2007.

30




15

Groza, Bogdan. "On the use of the discrete power function for building
public-key cryptosystems." International Conference on Applied
Informatics and Communications, 2007

30

16

Groza, Bogdan, Simona Barbu, Mariana Bilanin, Dorina Petrica,
"Implementation of an Authentication Protocol for Sending Audio-Video
Information in Java." Applied Computational Intelligence and Informatics,
2007. SACI'07. 4th International Symposium on . |IEEE, 2007.

7.5

17

Groza, Bogdan, and Toma-Leonida Dragomir. "On the use of one-way
chain based authentication protocols in secure control

systems." Availability, Reliability and Security, 2007. ARES 2007. The
Second International Conference on . |IEEE, 2007. (Rank B)

15

18

Groza, Bogdan. "Using one-way chains to provide message
authentication without shared secrets." Security, Privacy and Trust in
Pervasive and Ubiquitous Computing, 2006. SecPerU 2006. Second
International Workshop on . IEEE, 2006.

30

19

Groza, Bogdan, and Dorina Petrica. "Cryptanalysis of an authentication
protocol." Symbolic and Numeric Algorithms for Scientific Computing,

2005. SYNASC 2005. Seventh International Symposium on . |IEEE, 2005.

2 0.25

15

TOTAL

9.135

373.9
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A2.2 - Articole in reviste si volumele unor manifestari stiintifice indexate in alte baze de date

internationale (BDI)

Nr. Lucrarea publicata Baza de Nr. |Indicator
crt. date autori | realizat
Bogdan Groza, Rene Mayrhofer, SAPHE - Simple Accelerometer based
1 wireless Pairing with HEuristic trees, Proc. 10th International Conference 8Dl 10
on Advances in Mobile Computing and Multimedia (MoMM'12), ACM, (DBLP,
2012. (Rank B) etc.) 2
Paula Vasile, Bogdan Groza, Stefan Murvay, Performance analysis of
) broadcast authentication protocols on CAN-FD and FlexRay, 10th 6.67
Workshop on Embedded Systems Security (affiliated to ESWEEK'15), '
2015. ACM 3
Cristina Solomon, Bogdan Groza, LiMon - lightweight authentication for
3 |tire pressure monitoring sensors, 1st Workshop on the Security of Cyber- 10
Physical Systems (affiliated to ESORICS'15), 2015. Google
Scholar 2
Bogdan Groza, Stefan Murvay, Anthony van Herrewege, Ingrid
Verbauwhede, LiBrA-CAN: a Lightweight Broadcast Authentication
4 |protocol for Controller Area Networks, Proc. 11th International 5
Conference on Cryptology and Network Security (CANS'12), Springer- BDI
Verlag, LNCS, 2012. (Rank B) (DBLP,
etc.) 4
Bogdan Groza, Bogdan Warinschi, Revisiting difficulty notions for client
5 |puzzles and DoS resilience, Proc. 15th Information Security Conference (D?BIID_IP, 10
(ISC'12), Springer-Verlag, LNCS vol. 7483, pp. 39-54, 2012. (Rank B) etc.) 2
Bogdan Groza, Marius Cristea, Mihai lacob, Some Security Issues In
6 SCALANCE Wireless Industrial Networks. Proc. 6th International 6.67
Conference on Availability, Reliability and Security (ARES'11), IEEE BDI ’
Comp. Soc., pp. 493 - 498, 2011. (Rank B) (De‘f(';s’v 3
Bogdan Groza, Marius Minea, Formal modelling and automatic detection
7 of resource exhaustion attacks. Proc. 6th ACM Symposium on 8Dl 10
Information, Computer and Communications Security (ASIACCS'11), pp. (DBLP,
326-333, ACM, 2011. (Rank B) etc.) 2
Bogdan Groza, Marius Minea, Customizing protocol specifications for
8 detecting resource exhaustion and guessing attacks. Proc. 8D 10
9th International Symposium on Formal Methods for Components and (DBLP,
Objects ( FMCQ'10), Springer-Verlag, LNCS vol. 6957, pp. 45-60, 2010. etc.) 2
S. Murvay, B. Groza, Performance improvements for SHA-3 finalists by
9 exploiting microcontroller on-chip parallelism. Proceedings of 8D 10
International Conference on Risks and Security of Internet and Systems (DBLP,
(CRiSIS'11), IEEE Comp. Soc., 2011. etc.) 2
B. Groza, S. Murvay, Secure Broadcast with One-time Sigantures in
10 Controller Area Networks. Proceedings of International Conference on 8Dl 10
Availability, Reliability and Security (ARES'11), IEEE Comp. Soc., 2011. (DBLP,
(Rank B) etc.) 2
M. Cristea, B. Groza, Augmenting a webmail application with
1 cryptographic puzzles to deflect spam, IFIP International Conference on BDI 10
New Technologies, Mobility and Security (NTMS'11), IEEE Comp. Soc., (DBLP,
2011. etc.) 2
B. Groza, D. Pop, I. Silea, V. Patriciu, Towards Developing Secure Video
12 |Surveillance Systems over IP, 4th International Conference on Internet 5
Monitoring and Protection, ICIMP'09, pp.27-33, IEEE Comp. Soc., 2009. BDI (IEEE) 4




B. Groza, P.S. Murvay, |. Silea, T. lonica, Cryptographic authentication
on a 8051 based development board, The Third International

13 Conference on Internet Monitoring and Protection, ICIMP'08, IEEE >
Comp. Soc., 2008 BDI (IEEE)
Bogdan Groza and Toma-Leonida Dragomir. Experimenting with the

14 |secure control of a robot over tcp/ip. Automation Computers, Applied BDI 10
Mathematics Journal (ACAM), 2008. (Google

Scholar)

B. Groza, Broadcast authentication with practically unbounded one-way BDI

15 |chains, JOURNAL OF SOFTWARE (JSW), Volume 3, Issue 2, ISSN: (DBLP, 20
1796-217X, Academy Publishers, 2008. etc.)
B. Groza, D. Petrica, T.L. Dragomir, Using the Discrete Squaring
Function in the Delayed Message Authentication Protocol, Proceedings

16 . ) : 6.67
of International Conference on Internet Surveillance and Protection,
ICISP’06, Cap-Esterel, France, IEEE Comp. Soc., 2006. BDI (IEEE)
B. Groza, D. Petrica, T.L. Dragomir, A time-memory trade to generate BDI

17 |one-time passwords using quadratic residues over Zn, Studies in (INSPEC, 6.67
Informatics and Control vol. 14 no. 3, 2005. etc.)
Bogdan Groza and Stefan Murvay. Secure broadcast with one-time

18 signatures in controller area networks. International Journal of Mobile 8D 10
Computing and Multimedia Communications (INMCMC) IIMCMC, pages | (nspEec,
1{18, 2013. etc.)
Stefan Murvay and Bogdan Groza. Performance evaluation of sha-2 BDI

19 |standard vs. sha-3 finalists on two Freescale platforms. International (INSPEC, 10
Journal of Secure Software Engineering IJSSE, 2013. etc.)
Bogdan Groza and Marius Minea. Bridging dolev-yao adversaries and 8D

20 |control systems with time-sensitive channels. In Conference on Critical (DBLP, 10
Information Infrastructures Security (CRITIS). Springer, 2013. etc.)
Construction techniques for one-way chains and their use in BDI

21 |authentication (Google 20
B Groza - Journal of Control Engineering and Applied Informatics, 2006 Scholar
Marius Cristea and Bogdan Groza. Provable synthetic coordinates for

2 increasing pows effectiveness against dos andspam. In International 10
Confernece on Privacy, Security, Risk and Trust (PASSAT), pages D'?B'ID_'P
809{810. IEEE, 2012. ( etc_)’
Bogdan Groza and Dorina Petrica. On chained cryptographic puzzles. In (G':géle

23 |3rd Romanian-Hungarian Joint Symposium on Applied Computational Scholar, 10
Intelligence (SACI), pages 25{26. Citeseer, 2006. CiteSeer)

24 Groza, Bogdan, and Dorina Petrica. "One-time passwords for uncertain BDI 10
number of authentications." Proceedings of CSCS15 (2005). (S:r?j;
Groza, Bogdan, Dorina Petrica, and Toma-Leonida Dragomir. 8D

25 ["SECURITY BASED ON CRYPTOGRAPHIC TECHNIQUES FOR (Google 6.67
REMOTE CONTROL SYSTEMS." SINTES 12, 20-22. Scholar
TOTAL 238.35
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A2.3.1 - Proprietate intelectuala, brevete de inventie, certificate ORDA - Internationale

Nr. Lucrarea certificata Nr. . Indlc_a tor
crt. autori | realizat
G. Tipa (Continental Automotives), B. Groza (UPT), R. Ragobete (Continental
1 Automotives), Schema for generating true random numbers on automotive 3 11.67
embedded devices, European Patent Application Number 14465511.5 - ’
1953/28.05.14., Published as EP2950201 (A1) on 02.12.2015

TOTAL 11.67

A2.3.2 - Proprietate intelectuala, brevete de inventie, certificate ORDA - Nationale

HLE Lucrarea certificata Nr. . Induc_a tor
crt. autori | realizat
1
2
TOTAL 0
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A2.4.1.1 - Granturi / proiecte castigate prin competitie - Internationale - ca Director /

responsabil
Nr. . Nr. ani Indicator
crt. STl [T =Tl desfasurare | realizat
MC National (Comitet Management National), ICT COST Action IC1306
Cryptography for Secure Digital Interaction (2013-2017),
1 http://www.cost.eu/domains_actions/ict/Actions/IC1306?management (MC 2 0
prin aderare - nu se revendica punctaj)
TOTAL 0

A2.4.1.2 - Granturi / proiecte castigate prin competitie - Nationale - ca Director / responsabil

Nr. Grantul / proiectul Nr. ani Indicator
crt. desfasurare | realizat
1 Bogdan Groza, Cryptographic Security for Automotive Embedded Devices and 1 10
Networks, PN-II-RU-TE-2014-4-1501, 2015-2017
Bogdan Groza, Protocoale criptografice de autentificare prin coduri mac cu chei
2 inlantuite si cu sincronizare temporala sau challenge-response si prin semnaturi 1 10
digitale multiple-time sau one-time in arbori Merkle, PN-II-RU-TD-2007-2
122/2007, 2007-2008 (1 an)
Bogdan Groza, Protocoale de securitate si tehnici criptografice bazate pe functii
3 |one-way pentru asigurarea autenticitatii informatiei, GRANT CNCSIS TD 1 10
90/2006, 2006 (1 an)
TOTAL 30
Candidat,
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A2.4.2.1 - Granturi / proiecte castigate prin competitie - Internationale - ca Membru in echipa

Nr. Grantul / proiectul Nr. ani Indicator
crt. desfasurare | realizat
FP7 Automated VAlidatioN of Trust and Security of Service-oriented
1 |Architectures AVANTSSAR, FP7-ICT-2007-1 Project no. 216471, 2008-2011 3 12
(director Conf.Dr.Ing. Marius Minea)
FP7 SPaClIoS: Secure Provision and Consumption in the Internet of Services
2 |Project no. 257876, FP7-ICT-2009-5, ICT-2009.1.4: Trustworthy ICT 1 4
01/10/2010 - 30/09/2013 (director Conf.Dr.Ing. Marius Minea)
TOTAL 16

A2.4.2.2 - Granturi / proiecte castigate prin competitie - Nationale - ca Membru in echipa

Nr. Grantul / proiectul Nr. ani Indicator

crt. desfasurare | realizat
Ioan Sﬂea, Bogdan Groza, Stefan Murvay, Dragos Pop, Raul Robu, Radu Precup,
Cercetari in designul si implementarea unor solutii moderne pentru securitatea

1 [|informatiei in sisteme distribuite, SCADA, DCS si de control la distanta cu 3 6
aplicatii in distributia gazelor, ID_940, PN II - IDEI, 2008-2011, director Prof.
Dr. Ing. Ioan Silea.
TOTAL 6
Candidat,

Conf. Dr. Ing. Bogdan Ioan Groza
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A3.1.1 - Citari in carti, reviste si volume ale unor manifestari stiintifice indexate ISI

Nr.

crt.

Sursa citare

Lucrarea citata

Nr.
autori
lucrare
citata

Indicator
realizat

Grover, Kanika, Lim, Alvin, A survey of broadcast
authentication schemes for wireless networks, AD HOC
NETWORKS Volume: 24 Pages: 288-316 DOI:
10.1016/j.adhoc.2014.06.008 Part: A Published: JAN
2015, Accession Number: W0S:000347581200020

Groza, B., Broadcast authentication with practically
unbounded one-way chains

8.00

Zhang, YX (Zhang, Yingxian)[ 1 ] ; Liu, AJ (Liu,

Aijun)[ 11; Pan, XF (Pan, Xiaofei)[ 1 ]; Ye, Z (Ye, Zhan),
A Secure MQAM Scheme Based on Signal Constellation
Hopping, KSII TRANSACTIONS ON INTERNET AND
INFORMATION SYSTEMS, 2014

Source Identification Using Signal Characteristics in
Controller Area Networks

4.00

Adao, P (Adao, Pedro)[ 1,2 ]; Mateus, P (Mateus, Paulo)[
1,3 1; Vigano, L (Vigano, Luca)[ 4 ], Protocol insecurity
with a finite number of sessions and a cost-sensitive
guessing intruder is NP-complete, THEORETICAL
COMPUTER SCIENCE, 2015

Groza, Bogdan, and Marius Minea. "Formal modelling and
automatic detection of resource exhaustion
attacks." Proceedings of the 6th AsiaCCS. ACM, 2011.

4.00

Chang, J (Chang, Jing)[ 1 ]; Xue, R (Xue, Rui)[ 1], A
Framework Based on Time and Space for Analyzing

Denial of Service Attacks, 4th International Symposium on
Information Science and Engineering (ISISE), 2012

ibidem

4.00

Bruni, A (Bruni, Alessandro)[ 1 ]; Sojka, M (Sojka,
Michal); Nielson, F (Nielson, Flemming)[ 1 ] ; Nielson, HR
(Nielson, Hanne Riis)[ 1 ], Formal Security Analysis of the
MaCAN Protocol, 11th International Conference on
Integrated Formal Methods (IFM), 2014

Groza, Bogdan, et al. "LiBrA-CAN: a Lightweight Broadcast
Authentication protocol for Controller Area
Networks." Cryptology and Network Security. Springer
Berlin Heidelberg, 2012. 185-200.

2.00

Sikora, A; Berbineau, M; Vinel, A; Jonsson, M; Pirovano,
A; Aguado, M, Attack Potential and Efficient Security
Enhancement of Automotive Bus Networks Using Short
MACs with Rapid Key Change, 6th International
Workshop on Communication Technologies for Vehicles
(Nets4Cars- Nets4Trains-Nets4Aircraft), 2014

ibidem

2.00

Lin, CW (Lin, Chung-Wei)[ 1 ]; Zhu, Q (Zhu, Qi); Phung,
C (Phung, Calvin); Sangiovanni-Vincentelli, A
(Sangiovanni-Vincentelli, Alberto)[ 1 ], Security-Aware
Mapping for CAN-Based Real-Time Distributed Automotive
Systems, 32nd IEEE/ACM International Conference on
Computer-Aided Design (ICCAD), 2013

ibidem

2.00

Bittl, S (Bittl, Sebastian), Attack Potential and Efficient
Security Enhancement of Automotive Bus Networks Using
Short MACs with Rapid Key Change, COMMUNICATION
TECHNOLOGIES FOR VEHICLES,
NETS4CARS/NETS4TRAINS/NETS4AIRCRAFT 2014 Book
Series: Lecture Notes in Computer Science Volume: 8435
Pages: 113-125 Published: 2014, Accession Number:
W0S:000342904600011

ibidem

2.00

Ezaki, Takaya, Tomohiro Date, and Hiroyuki Inoue. "An
Analysis Platform for the Information Security of In-
Vehicle Networks Connected with External Networks."
Advances in Information and Computer Security. Springer
International Publishing, 2015. 301-315.

ibidem

10

Sethi, M (Sethi, Mohit)[ 1 ] ; Antikainen, M (Antikainen,
Markku); Aura, T (Aura, Tuomas), Commitment-based
device pairing with synchronized drawing, 12th IEEE
International Conference on Pervasive Computing and
Communication (PERCOM) 2014

Groza, Bogdan, and Rene Mayrhofer. "SAPHE: simple
accelerometer based wireless pairing with heuristic trees."

4.00

11

Antikainen, M (Antikainen, Markku); Sethi, M (Sethi,
Mohit); Matetic, S (Matetic, Sinisa); Aura, T (Aura,
Tuomas), Commitment-based device-pairing protocol with
synchronized drawings and comparison metrics,
PERVASIVE AND MOBILE COMPUTING Volume: 16
Special Issue: SI Pages: 205-219 DOI:
10.1016/j.pmcj.2014.10.006 Part: B Published: JAN
2015, Accession Number: WOS:000349759800003
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77 "Pseudonymous Broadcast and Secure Computation BDI (Google 2.00
from Cryptographic Puzzles." Scholar) ibidem
78 BDI (Google |Groza, Cristea, Fingerprinting Smartphones Remotely via 2.00
Tarwala, Mohammed, et al. "ANDROID MALWARE." Scholar) ICMP Timestamps, Comm. Lett, 2013 )
Kassem, Mohamed M., Haitham S. Hamza, and Imane
79 A. Saroit. "A Clock Skew Addressing Scheme for BDI (Google 2.00
Internet of Things." Scholar) ibidem
80 Chen, Tsung-Han, A Clock Skew Measuring Method for | BDI (Google 2.00
Networks with Large Delay Jitters, MsC Thesis Scholar) ibidem )
81 Yang, Yu-Chi. "An Improved Hough Transform-based BDI (Google 2.00
Clock Skew Measurement." (2015). Scholar) ibidem )
82 Chen, Tsung-Han. "A Clock Skew Measuring Method for | BDI (Google ibidem 2.00
Networks with Large Delay Jitters." (2014). Scholar) )
Werner, Janis. "Directional Antenna System-Based
DoA/RSS Estimation, Localization and Tracking in
83 Future V\{irt?'less Networks: Al'gc.>rithmsf ar.1d Performance ibidem 2.00
Analysis." Tampereen teknillinen yliopisto. Julkaisu-
Tampere University of Technology. Publication; BDI (Google
1350 (2015). Scholar)
Werner, Janis, et al. "Joint user node positioning and
84 clock offset estimation in 5G ultra-dense ibidem 2.00
networks." IEEE Global Communications Conference BDI (Google '
(GLOBECOM). 2015. Scholar)
Hacha, A., Bah S., Bakkoury Z., A new authentication
scheme for sip registration in a manet environment,
International Journal of Computer Science and
85 Applications Groza, Bogdan, and Dorina Petrica. "One-time 2.00
Volume 12, Issue 1, 2015, Pages 134-147 passwords for uncertain number of
BDI (Scopus) |authentications." Proceedings of CSCS15 (2005).
TOTAL 160.33
Candidat,

Conf. Dr. Ing. Bogdan Ioan Groza
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A3.2.1 - Profesor invitat si Prezentari invitate in plenul unor manifestari stiintifice
- Internationale

e Activitatea Indlc:ator
crt. realizat

Invited Presentation: Protocol vulnerabilities in practice: causes, modeling
1 |and automatic detection, Romanian Cryptology Days 2011, Bucharest, 10
Romania https://www.sie.ro/rcd2011/En/Programme_e.html

Invited Presentation: Security for Vehicular Buses: from Cryptography to
Physically Unclonable Characteristics. BalkanCrypt 2013, Sofia, Bulgaria

Guest Lecture: Resource exhaustion attacks: formal verification and
3 |cryptographic countermeasures, Upper Austria University of Applied Sciences, FH 10
Oberosterreich in Hagenberg, Linz, Austria May 2012

Research Seminar: Security for Vehicular Buses: from Cryptography to
4 [Physically Unclonable Characteristics, Budapest University (BME), Seminar 10

Series on Advances in Telecommunications, Networking and Computing,
http://www.hit.bme.hu/~buttyan/atnc/#20131205-Groza

Research Seminar: LiBrA-CAN and beyond: Physically Unforgeable CAN (PSI-
CAN) and Secure Automotive CAN (SeA-CAN), KU Leuven, COSIC July 2013

Research Seminar: Client Puzzles, DoS Resilience, Multi-instance (Mi) Security -
Revisiting Difficulty Notions, KU Leuven, COSIC July 2013

Research Seminar: Modelling of guessing and resource exhaustion attacks,

7 |University of Bristol, UK, Cryptography & Security Seminars, 10
http://www.cs.bris.ac.uk/Research/CryptographySecurity/seminars/abstracts.html

Invited Presentation: Experiences in bridging academic research in
information security with intellectual property and industry requirements, West
8 |University Timisoara, RO, Workshop on Intelectual Properties in ICT, 2014, 10
http://host.hpc.uvt.ro/events/workshop-on-intellectual-properties-in-ict-and-e-
infrastructures/

Invited Presentation: In-vehicle security, bridging between academic
research and industry requirements, Vector Congress, Vienna, May, 2015.

E https://at.vector.com/portal/medien/cmc/events/commercial_events/VectorAustri 10
aKongress_2015/Vector_Congress_Agenda_2015.pdf
TOTAL 90

A3.2.1 - Profesor invitat si Prezentari invitate in plenul unor manifestari stiintifice
- nationale

e Activitatea Indlc:‘:ltor
crt. realizat




Invited Presentation: Current trends and challenges in cryptography,

Conferinta Internationala de Hacking Def.Camp 2013, Timisoara, Romania, 5

http://127.0.defcamp.ro/defcamp-timisoara-3-noiembrie/

TOTAL 5
Candidat,

Conf. Dr. Ing. Bogdan Ioan Groza
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A3.3.1 - Membru in colectivele de redactie sau comitete stiintifice ale revistelor,

organizator de manifestari stiintifice - indexate ISI

Nr. Activitatea Indlc.a tor
crt. realizat
8th International Conference on Availability, Reliability and Security, Conferinta
1 |Internationala, Regensburg, Austria, 2013 10
http://ieeexplore.ieee.org/stamp/stamp.jsl:’);?arnumbef=6657199 _
Internationala, Prague, Czek Republic, 2012 http://www.ares-
2 conference.eu/ares2012/www.ares- 10
conference.eu/conf/index7692.html?option=com_content&view=article&id=4&Itemid
=79
3 [Recenzor la Designs Codes and Cryptography (Springer) 10
4 |Recenzor la Wireless Communications (IEEE) 10
5 |Recenzor la Transactions on Industrial Informatics (IEEE) 10
6 [Recenzor la Security and Communication Networks (Wiley) 10
7 |Recenzor la Computer Standards & Interfaces (Elsevier) 10
8 [Recenzor la Telecommunication Systems (Springer) 10
9 [Recenzor la Computers & Security (Elsevier) 10
10 [Recenzor la Arabian Journal of Science and Engineering (Springer) 10
11 [Recenzor la Journal of Computer and System Sciences 10
12 [Recenzor la Transactions on Information Forensics & Security (IEEE) 10
TOTAL 120

A3.3.2 - Membru in colectivele de redactie sau comitete stiintifice ale revistelor,

organizator de manifestari stiintifice - indexate BDI

Nr. Activitatea Indlc.a tor
crt. realizat
1 1st International Workshop on Secure Internet of Things (SIOT 2014) http://siot- 6
workshop.org/2014/+#pc
2 2nd International Workshop on Secure Internet of Things (SIOT 2015) http://siot- 6
workshop.org/#pc
3 3rd Romanian Cryptology Days RCD'2015 6
https://www.sie.ro/rcd2015/ProgramCommittee.html
4 BalkanCryptSec 2016, Bucharest, Romania 6
https://www.cs.bris.ac.uk/bcs16/programcommittee.html
5 2nd International Conference on Cryptography and Information security - 6
BalkanCryptSec 2015, Koper, Croatia https://conferences.matheo.si/event/16/page/0
6 BalkanCryptSec 2014, Istabul, Turkey 6
http://www.gstl.itu.edu.tr/BalkanCryptSec/committees.htm
7 University of Fribourg, 2015 6
http://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=7299869
9th International Conference on Availability, Reliability and Security, ARES,
8 |University of Fribourg, Switzerland, 2014 6
http://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=6980239
9 7th International Conference on Risks and Security of Internet and Systems, CRISIS, 6
Cork, Ireland, 2012 http://4c.ucc.ie/crisis2012/committees.html
6th International Conference on Risks and Security of Internet and Systems, CRISIS,
10 [Timisoara, Romania, 2011 6
http://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=6061837
1 5th International Conference on Risks and Security of Internet and Systems, CRISIS, 6

Montreal, Canada, 2010




4th International Conference on Emerging Security Information, Systems and

12 |Technologies, SECURWARE Venice, Italy, 2010 6
http://www.iaria.org/conferences2010/ComSECURWARE10.html
5th International Conference on Internet Monitoring and Protection, Conferinta

13 [|Internationala, Barcelona, Spain, ICIMP 2010 6
http://www.iaria.org/conferences2010/ComICIMP10.html
4th International Conference on Internet Monitoring and Protection, Conferinta

14 [Internationala, Venice, Italy, ICIMP 2009 6
http://www.iaria.org/conferences2009/ComICIMPQ9.html

i5 Recenzor la Journal of Wireless Mobile Networks, Ubiquitous Computing, and 6
Dependable Applications (JOWUA)

16 [Recenzor la Information Security Technical Report (Elsevier) 6
TOTAL 96

A3.3.3 - Membru in colectivele de redactie sau comitete stiintifice ale revistelor,

organizator de manifestari stiintifice - nationale si internationale neindexate

Nr. Activitatea Indlc.a tor
crt. realizat
1 1st International Workshop on Security for Spontaneous Interaction, Conferinta 3
Internationala, Innsbruck, Austria, 2007 (linkul nu mai este indisponibil)
Cryptography summer school, http://www.csie.ase.ro/avizier/cryptography-summer-
2 .
school Bucharest, Romania, 2014
TOTAL 6
Candidat,

Conf. Dr. Ing. Bogdan Ioan Groza

TOTAL

222
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Candidat: Conf. Dr. Ing. Bogdan Ioan Groza

A3.4.1 - Premii in domeniu - Academia Romana, ASTR, academii de ramura,

premii internationale

Nr. Premiul decernat Indlc.a tor
crt. realizat
TOTAL 0
A3.4.2 - Premii in domeniu - premii nationale
Nr. Premiul decernat Indlc-a tor
crt. realizat
1 Premierea rezultatelor cercetarii, articol ISI "Source Identification Using Signal 5
Characteristics in Controller Area Networks" - PN-IT-RU-PRECISI-2015-9-8650
2 Premierea rezultatelor cercetarii, articol ISI "Cryptographic puzzles and DoS 5
resilience, revisited", 2014 - PN-II-RU-PRECISI-2014-8-5996
3 Premierea rezultatelor cercetarii, articol ISI "Efficient Protocols for Secure 5
Broadcast in Controller Area Networks" - PN-II-RU-PRECISI-2013-7-4156
4 Premierea rezultatelor cercetarii, articol ISI "Fingerprinting Smartphones 5
Remotely via ICMP Timestamps" - PN-II-RU-PRECISI-2013-7-3765
5 |Distinctia Magna cum Laude pentru teza de doctorat 5
TOTAL 25
Candidat,

Conf. Dr. Ing. Bogdan Ioan Groza

TOTAL

25




