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Candidat:   Conf. Dr. Ing. Bogdan Ioan Groza

Activitate candidat

2 granturi/ 
proiecte

A2.1



A2.4.2.
2 nationale

2 * ani de desfasurare
1 6.00

S kpi  500 675.92
A3.1.1 carti, ISI 8 / nr aut art.citat 31 126.00
A3.1.2 BDI 4 / nr aut art.citat 85 160.33
A3.2.1 internationale 10 9 90.00
A3.2.2 nationale 5 1 5.00
A3.3.1 ISI 10 12 120.00
A3.3.2 BDI 6 17 96.00
A3.3.3

nationale si 
internationale 

neindexate
3 2 6.00

A3.4.1

Academia 
Romana, 
ASTR, 

academii de 
ramura, 
premii 

internationale

15 0 0.00

A3.4.2
 premii 

nationale in 
domeniu

5 5 25.00
S kpi  100 628.33

S k1i + S k2i + S k3i 700 1424.25

116 citari
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Membru in echipa
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Citari in carti, reviste si volume 
ale unor manifestari stiintifice

Membru in colectivele de redactie 
sau comitete stiintifice ale 
revistelor, organizator de 
manifestari stiintifice, 
internationale indexate ISI

20 citari

Indicatorul de merit (A = A1+A2+A3)

Punctaj unic pentru 
fiecare activitate

Premii in domeniu

Prezentari invitate in plenul unor 
manifestari stiintifice nationale si 
internationale și Profesor invitat 

Punctaj unic pentru 
fiecare activitate
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Nr. 
crt. Lucrarea publicata Indicator 

realizat

1
Frédéric Cuppens, Simon Foley, Bogdan Groza, Marius Minea (Eds.): CRiSIS 
2011, Proceedings of the Sixth International Conference on Risks and Security of 
Internet and Systems, IEEE Catalog Number CFP1161F-ART, ISBN 978-1-4577-
1891-5 (doar merite editoriale, nu se revendica punctaj)

0

TOTAL 0

Nr. 
crt. Lucrarea publicata Indicator 

realizat
1

Groza Bogdan, Constructii criptografice hibride bazate pe tehnici simetrice si 
asimetrice, aplicatii in sisteme de conducere, Editura Politehnica, Teza de 
Doctorat, Timisoara, ISBN: 978-973-625-688-2, 131 p., 2008

20

2
Groza Bogdan, Introducere in criptografie: functii criptografice, fundamente 
matematice si computationale, Editura Politehnica, Timisoara, ISBN 978-606-554-
499-4, 200 p., 2012

20

3 Bogdan Groza, Introducere in Sistemele Criptografice cu Cheie Publica, Editura 
Politehnica Timisoara, ISBN 978-973-625-564-9, 136 p., 2007 20

4
Bogdan Groza, Introducere in Inteligenta Artificiala, Aplicatii cu Strategii de 
Cautare Neinformate si Informate, Editura PolitehnicaTimisoara, ISBN 978-973-
625-779-7, 89 p., 2008

20

5 Bogdan Groza, Editura Politehnica, Cryptography - Application Notes in C, .NET 
and Java, Editura Politehnica Timisoara, ISBN 978-606-35-0024-4, 84 p., 2015 20
TOTAL 100

Candidat,
 Conf. Dr. Ing. Bogdan Ioan Groza

A1.1.2 - Carti si capitole în carti de specialitate in edituri recunoscute - nationale

Candidat:    Conf. Dr. Ing. Bogdan Ioan Groza
A1.1.1 - Carti si capitole în carti de specialitate in edituri recunoscute - 

internationale
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Nr. 
crt. Lucrarea publicata Indicator 

realizat
1

Bogdan Groza, Note de curs la criptografie in limba engleza cu titlul "Theoretical 
Background on Cryptographic Primitives"disponibile la 
http://www.aut.upt.ro/~bgroza/Books/Crypto_Introduction.pdf 

10

2
Stefan Murvay, Horatiu Gurban, Bogdan Groza, Note de laborator in format 
electronic "A Practical Introduction to Microcontroller Programming with S12", 
disponibil la http://www.aut.upt.ro/~bgroza/Books/S12Works.pdf

10
TOTAL 20

Candidat,

Candidat:    Conf. Dr. Ing. Bogdan Ioan Groza
A1.2.1 - Material didactic / Lucrari didactice

 Conf. Dr. Ing. Bogdan Ioan Groza
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crt. Lucrarea publicata Nr. 

autori
Factor 
impact

Indicator 
realizat

1
Cristea, M.; Groza, B., "Fingerprinting Smartphones Remotely via ICMP 
Timestamps," Communications Letters, IEEE  , vol.17, no.6, 
pp.1081,1083, June 2013, ISSN 1089-7798.

2 1.268 25.18

2
Groza, B.; Murvay, S., "Efficient Protocols for Secure Broadcast in 
Controller Area Networks," Industrial Informatics, IEEE Transactions on  , 
vol.9, no.4, pp.2034,2042, Nov. 2013, ISSN 1551-3203.

2 0 12.5

3
Bogdan Groza, Bogdan Warinschi, "Client puzzles and DoS resilience, 
Revisited", Designs Codes and Cryptography, Springer-Verlag, April 
2013. ISSN: 0925-1022

2 0.958 22.08

4
B. Groza, M. Minea, M. Cristea, P.S. Murvay, M. Iacob, "Protocol 
vulnerabilities in practice: causes, modeling and automatic detection", 
Proceedings of the Romanian Academy, Series A, Vol. 13, No. 2, April-
June, 2012.

5 1.658 11.63

5
Groza, B.; Murvay, S., "Source Identification Using Signal Characteristics 
in Controller Area Networks" Signal Processing Letters, IEEE, (published 
Jan. 2014), ISSN 1070-9908

2 1.751 30.01

6

Groza, Bogdan, and Pal-Stefan Murvay. "Broadcast Authentication in a 
Low Speed Controller Area Network." E-Business and 
Telecommunications, Springer Berlin Heidelberg, revised post-
proceedings version of our article "Higher layer authentication for 
broadcast in Controller Area Networks" Proc. 6th  International 
Conference on Security and Cryptography (SECRYPT'11), 2012. 330-
344.

2 0.25 15

7
Groza, Bogdan, and Marius Minea. "A formal approach for automated 
reasoning about off-line and undetectable on-line guessing." Financial 
Cryptography and Data Security . Springer Berlin Heidelberg, 2010. 391-
399. (Rank A)

2 0.25 15

8
Groza, Bogdan, and Marius Minea. "A calculus to detect guessing 
attacks."Information Security . Springer Berlin Heidelberg, 2009. 59-67. 
(Rank B)

2 0.25 15

9
Groza, Bogdan, and Lavinia E. Dragomir. "A multidisciplinary project: 
How to turn a webcam into a secure-cam." Applied Computational 
Intelligence and Informatics, 2009. SACI'09. 5th International 
Symposium on . IEEE, 2009.

2 0.25 15

10
Groza, Bogdan. "Analysis of a password strengthening technique and its 
practical use." Emerging Security Information, Systems and 
Technologies, 2009. SECURWARE'09. Third International Conference 
on . IEEE, 2009.

1 0.25 30

11
Groza, Bogdan, and T-L. Dragomir. "Using a cryptographic 
authentication protocol for the secure control of a robot over 
TCP/IP." Automation, Quality and Testing, Robotics, 2008. AQTR 2008. 
IEEE International Conference on . Vol. 1. IEEE, 2008.

2 0.25 15

12
Groza, Bogdan, Dragos Pop, and Ioan Silea. "Java implementation of an 
authentication protocol with application on mobile phones." Automation, 
Quality and Testing, Robotics, 2008. AQTR 2008. IEEE International 
Conference on . Vol. 1. IEEE, 2008.

3 0.25 10

13
Groza, Bogdan. "Broadcast authentication protocol with time 
synchronization and quadratic residues chain." Availability, Reliability 
and Security, 2007. ARES 2007. The Second International Conference 
on . IEEE, 2007. (Rank B)

1 0.25 30

14
Groza, Bogdan. "An Extension of the RSA Trapdoor in a KEM/DEM 
Framework." Symbolic and Numeric Algorithms for Scientific Computing, 
2007. SYNASC. International Symposium on . IEEE, 2007.

1 0.25 30

Candidat:    Conf. Dr. Ing. Bogdan Ioan Groza
A2.1 - Articole in reviste cotate si in volumele unor manifestari stiintifice indexate ISI 

proceedings 



15
Groza, Bogdan. "On the use of the discrete power function for building 
public-key cryptosystems." International Conference on Applied 
Informatics and Communications, 2007

1 0.25 30

16
Groza, Bogdan, Simona Barbu, Mariana Bilanin, Dorina Petrica, 
"Implementation of an Authentication Protocol for Sending Audio-Video 
Information in Java." Applied Computational Intelligence and Informatics, 
2007. SACI'07. 4th International Symposium on . IEEE, 2007.

4 0.25 7.5

17
Groza, Bogdan, and Toma-Leonida Dragomir. "On the use of one-way 
chain based authentication protocols in secure control 
systems." Availability, Reliability and Security, 2007. ARES 2007. The 
Second International Conference on . IEEE, 2007. (Rank B)

2 0.25 15

18
Groza, Bogdan. "Using one-way chains to provide message 
authentication without shared secrets." Security, Privacy and Trust in 
Pervasive and Ubiquitous Computing, 2006. SecPerU 2006. Second 
International Workshop on . IEEE, 2006.

1 0.25 30

19
Groza, Bogdan, and Dorina Petrica. "Cryptanalysis of an authentication 
protocol." Symbolic and Numeric Algorithms for Scientific Computing, 
2005. SYNASC 2005. Seventh International Symposium on . IEEE, 2005.

2 0.25 15
9.135 373.9

Candidat, Conf. Dr. Ing. Bogdan Ioan Groza

TOTAL
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crt. Lucrarea publicata Baza de 

date
Nr. 

autori
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realizat

1
Bogdan Groza, Rene Mayrhofer, SAPHE - Simple Accelerometer based 
wireless Pairing with HEuristic trees, Proc. 10th International Conference 
on Advances in Mobile Computing and Multimedia (MoMM'12), ACM, 
2012. (Rank B)

BDI 
(DBLP, 

etc.) 2
10

2
Paula Vasile, Bogdan Groza, Stefan Murvay, Performance analysis of 
broadcast authentication protocols on CAN-FD and FlexRay, 10th 
Workshop on Embedded Systems Security (affiliated to ESWEEK'15), 
2015. ACM 3

6.67

3
Cristina Solomon, Bogdan Groza, LiMon - lightweight authentication for 
tire pressure monitoring sensors, 1st Workshop on the Security of Cyber-
Physical Systems (affiliated to ESORICS'15), 2015. Google 

Scholar 2
10

4
Bogdan Groza, Stefan Murvay, Anthony van Herrewege, Ingrid 
Verbauwhede, LiBrA-CAN: a Lightweight Broadcast Authentication 
protocol for Controller Area Networks, Proc. 11th International 
Conference on Cryptology and Network Security (CANS'12), Springer-
Verlag, LNCS, 2012. (Rank B)

BDI 
(DBLP, 

etc.) 4

5

5
Bogdan Groza, Bogdan Warinschi, Revisiting difficulty notions for client 
puzzles and DoS resilience, Proc. 15th Information Security Conference 
(ISC'12), Springer-Verlag, LNCS vol. 7483, pp. 39-54, 2012. (Rank B)

BDI 
(DBLP, 

etc.) 2
10

6
Bogdan Groza, Marius Cristea, Mihai Iacob, Some Security Issues In 
SCALANCE Wireless Industrial Networks. Proc. 6th International 
Conference on Availability, Reliability and Security (ARES'11), IEEE 
Comp. Soc., pp. 493 - 498, 2011. (Rank B)

BDI 
(DBLP, 

etc.) 3
6.67

7
Bogdan Groza, Marius Minea, Formal modelling and automatic detection 
of resource exhaustion attacks. Proc. 6th ACM Symposium on 
Information, Computer and Communications Security (ASIACCS'11), pp. 
326-333, ACM, 2011. (Rank B)

BDI 
(DBLP, 

etc.) 2
10

8
Bogdan Groza, Marius Minea, Customizing protocol specifications for 
detecting resource exhaustion and guessing attacks. Proc. 
9th International Symposium on Formal Methods for Components and 
Objects ( FMCO'10), Springer-Verlag, LNCS vol. 6957, pp. 45-60, 2010.

BDI 
(DBLP, 

etc.) 2
10

9
S. Murvay, B. Groza, Performance improvements for SHA-3 finalists by 
exploiting microcontroller on-chip parallelism. Proceedings of 
International Conference on Risks and Security of Internet and Systems 
(CRiSIS'11), IEEE Comp. Soc., 2011.

BDI 
(DBLP, 

etc.) 2
10

10
B. Groza, S. Murvay, Secure Broadcast with One-time Sigantures in 
Controller Area Networks. Proceedings of International Conference on 
Availability, Reliability and Security (ARES'11), IEEE Comp. Soc., 2011. 
(Rank B)

BDI 
(DBLP, 

etc.) 2
10

11
M. Cristea, B. Groza, Augmenting a webmail application with 
cryptographic puzzles to deflect spam, IFIP International Conference on 
New Technologies, Mobility and Security (NTMS'11), IEEE Comp. Soc., 
2011.

BDI 
(DBLP, 

etc.) 2
10

12
B. Groza, D. Pop, I. Silea, V. Patriciu, Towards Developing Secure Video 
Surveillance Systems over IP, 4th International Conference on Internet 
Monitoring and Protection, ICIMP'09, pp.27-33, IEEE Comp. Soc., 2009. BDI (IEEE) 4

5

Candidat:    Conf. Dr. Ing. Bogdan Ioan Groza
A2.2 - Articole in reviste si volumele unor manifestari stiintifice indexate in alte baze de date 

internationale (BDI)



13
B. Groza , P.S. Murvay, I. Silea, T. Ionica, Cryptographic authentication 
on a 8051 based development board, The Third International 
Conference on Internet Monitoring and Protection, ICIMP'08, IEEE 
Comp. Soc., 2008 BDI (IEEE) 4

5

14
Bogdan Groza and Toma-Leonida Dragomir. Experimenting with the 
secure control of a robot over tcp/ip. Automation Computers, Applied 
Mathematics Journal (ACAM), 2008.

BDI 
(Google 
Scholar) 2

10

15
B. Groza, Broadcast authentication with practically unbounded one-way 
chains, JOURNAL OF SOFTWARE (JSW), Volume 3, Issue 2, ISSN: 
1796-217X, Academy Publishers, 2008.

BDI 
(DBLP, 

etc.) 1
20

16
B. Groza, D. Petrica, T.L. Dragomir, Using the Discrete Squaring 
Function in the Delayed Message Authentication Protocol, Proceedings 
of International Conference on Internet Surveillance and Protection, 
ICISP’06, Cap-Esterel, France, IEEE Comp. Soc., 2006. BDI (IEEE) 3

6.67

17
B. Groza, D. Petrica, T.L. Dragomir, A time-memory trade to generate 
one-time passwords using quadratic residues over Zn, Studies in 
Informatics and Control vol. 14 no. 3, 2005.

BDI 
(INSPEC, 

etc.) 3
6.67

18
Bogdan Groza and Stefan Murvay. Secure broadcast with one-time 
signatures in controller area networks. International Journal of Mobile 
Computing and Multimedia Communications (IJMCMC) IJMCMC, pages 
1{18, 2013.

BDI 
(INSPEC, 

etc.) 2
10

19
Stefan Murvay and Bogdan Groza. Performance evaluation of sha-2 
standard vs. sha-3 finalists on two Freescale platforms. International 
Journal of Secure Software Engineering IJSSE, 2013.

BDI 
(INSPEC, 

etc.) 2
10

20
Bogdan Groza and Marius Minea. Bridging dolev-yao adversaries and 
control systems with time-sensitive channels. In Conference on Critical 
Information Infrastructures Security (CRITIS). Springer, 2013.

BDI 
(DBLP, 

etc.) 2
10

21
Construction techniques for one-way chains and their use in 
authentication
B Groza - Journal of Control Engineering and Applied Informatics, 2006

BDI 
(Google 
Scholar 1

20

22
Marius Cristea and Bogdan Groza. Provable synthetic coordinates for 
increasing pows effectiveness against dos andspam. In International 
Confernece on Privacy, Security, Risk and Trust (PASSAT), pages 
809{810. IEEE, 2012.

BDI 
(DBLP, 

etc.) 2
10

23
Bogdan Groza and Dorina Petrica. On chained cryptographic puzzles. In 
3rd Romanian-Hungarian Joint Symposium on Applied Computational 
Intelligence (SACI), pages 25{26. Citeseer, 2006.

BDI 
(Google 
Scholar, 
CiteSeer) 2

10

24 Groza, Bogdan, and Dorina Petrica. "One-time passwords for uncertain 
number of authentications." Proceedings of CSCS15 (2005).

BDI 
(Google 
Scholar 2

10

25
Groza, Bogdan, Dorina Petrica, and Toma-Leonida Dragomir. 
"SECURITY BASED ON CRYPTOGRAPHIC TECHNIQUES FOR 
REMOTE CONTROL SYSTEMS." SINTES 12, 20-22.

BDI 
(Google 
Scholar 3

6.67
238.35
Candidat, Conf. Dr. Ing. Bogdan Ioan Groza

TOTAL
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Nr. 
crt. Lucrarea certificata Nr. 

autori
Indicator 
realizat

1
G. Tipa (Continental Automotives), B. Groza (UPT), R. Ragobete (Continental 
Automotives), Schema for generating true random numbers on automotive 
embedded devices, European Patent Application Number 14465511.5 -
1953/28.05.14., Published as EP2950201 (A1) on 02.12.2015

3 11.67

11.67

Nr. 
crt. Lucrarea certificata Nr. 

autori
Indicator 
realizat

1
2

0

Candidat, Conf. Dr. Ing. Bogdan Ioan Groza

Candidat:    Conf. Dr. Ing. Bogdan Ioan Groza
A2.3.1 - Proprietate intelectuala, brevete de inventie, certificate ORDA - Internationale

TOTAL

A2.3.2 - Proprietate intelectuala, brevete de inventie, certificate ORDA - Nationale

TOTAL
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Nr. 
crt. Grantul / proiectul Nr. ani 

desfasurare
Indicator 
realizat

1
MC National (Comitet Management National), ICT COST Action IC1306 
Cryptography for Secure Digital Interaction (2013-2017), 
http://www.cost.eu/domains_actions/ict/Actions/IC1306?management (MC 
prin aderare - nu se revendica punctaj)

2 0

TOTAL 0

Nr. 
crt. Grantul / proiectul Nr. ani 

desfasurare
Indicator 
realizat

1 Bogdan Groza, Cryptographic Security for Automotive Embedded Devices and 
Networks, PN-II-RU-TE-2014-4-1501, 2015-2017 1 10

2
Bogdan Groza, Protocoale criptografice de autentificare prin coduri mac cu chei 
inlantuite si cu sincronizare temporala sau challenge-response si prin semnaturi 
digitale multiple-time sau one-time in arbori Merkle, PN-II-RU-TD-2007-2  
122/2007, 2007-2008 (1 an)

1 10

3
Bogdan Groza, Protocoale de securitate si tehnici criptografice bazate pe functii 
one-way pentru asigurarea autenticitatii informatiei, GRANT CNCSIS TD 
90/2006, 2006 (1 an)

1 10
TOTAL 30

Candidat, Conf. Dr. Ing. Bogdan Ioan Groza

Candidat:    Conf. Dr. Ing. Bogdan Ioan Groza
A2.4.1.1 - Granturi / proiecte castigate prin competitie - Internationale - ca Director / 

responsabil

A2.4.1.2 - Granturi / proiecte castigate prin competitie - Nationale - ca Director / responsabil
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Nr. 
crt. Grantul / proiectul Nr. ani 

desfasurare
Indicator 
realizat

1
FP7 Automated VAlidatioN of Trust and Security of Service-oriented 
Architectures AVANTSSAR, FP7-ICT-2007-1 Project no. 216471, 2008-2011 
(director Conf.Dr.Ing. Marius Minea)

3 12

2
FP7 SPaCIoS: Secure Provision and Consumption in the Internet of Services 
Project no. 257876, FP7-ICT-2009-5, ICT-2009.1.4: Trustworthy ICT 
01/10/2010 - 30/09/2013 (director Conf.Dr.Ing. Marius Minea) 1 4
TOTAL 16

Nr. 
crt. Grantul / proiectul Nr. ani 

desfasurare
Indicator 
realizat

1
Ioan Silea, Bogdan Groza, Stefan Murvay, Dragos Pop, Raul Robu, Radu Precup, 
Cercetări în designul şi implementarea unor soluţii moderne pentru securitatea 
informaţiei în sisteme distribuite, SCADA, DCS şi de control la distanţă cu 
aplicaţii în distribuţia gazelor, ID_940, PN II - IDEI, 2008-2011, director Prof. 
Dr. Ing. Ioan Silea.

3 6

TOTAL 6
Candidat, Conf. Dr. Ing. Bogdan Ioan Groza

Candidat:    Conf. Dr. Ing. Bogdan Ioan Groza
A2.4.2.1 - Granturi / proiecte castigate prin competitie - Internationale - ca Membru in echipa

A2.4.2.2 - Granturi / proiecte castigate prin competitie - Nationale - ca Membru in echipa
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Nr. 
crt. Sursa citare Lucrarea citata

Nr. 
autori 
lucrare 
citata

Indicator 
realizat

1
Grover, Kanika, Lim, Alvin,  A survey of broadcast 
authentication schemes for wireless networks, AD HOC 
NETWORKS  Volume: 24  Pages: 288-316  DOI: 
10.1016/j.adhoc.2014.06.008  Part: A Published: JAN 
2015, Accession Number: WOS:000347581200020

Groza, B., Broadcast authentication with practically 
unbounded one-way chains

1 8.00

2
Zhang, YX (Zhang, Yingxian)[ 1 ] ; Liu, AJ (Liu, 
Aijun)[ 1 ] ; Pan, XF (Pan, Xiaofei)[ 1 ] ; Ye, Z (Ye, Zhan), 
A Secure MQAM Scheme Based on Signal Constellation 
Hopping, KSII TRANSACTIONS ON INTERNET AND 
INFORMATION SYSTEMS, 2014

Source Identification Using Signal Characteristics in 
Controller Area Networks

2 4.00

3
Adao, P (Adao, Pedro)[ 1,2 ] ; Mateus, P (Mateus, Paulo)[ 
1,3 ] ; Vigano, L (Vigano, Luca)[ 4 ], Protocol insecurity 
with a finite number of sessions and a cost-sensitive 
guessing intruder is NP-complete, THEORETICAL 
COMPUTER SCIENCE, 2015

Groza, Bogdan, and Marius Minea. "Formal modelling and 
automatic detection of resource exhaustion 

attacks." Proceedings of the 6th AsiaCCS. ACM, 2011.
2 4.00

4
Chang, J (Chang, Jing)[ 1 ] ; Xue, R (Xue, Rui)[ 1 ], A 
Framework Based on Time and Space for Analyzing 
Denial of Service Attacks, 4th International Symposium on 
Information Science and Engineering (ISISE), 2012

ibidem 2 4.00

5
Bruni, A (Bruni, Alessandro)[ 1 ] ; Sojka, M (Sojka, 
Michal); Nielson, F (Nielson, Flemming)[ 1 ] ; Nielson, HR 
(Nielson, Hanne Riis)[ 1 ], Formal Security Analysis of the 
MaCAN Protocol, 11th International Conference on 
Integrated Formal Methods (IFM), 2014

Groza, Bogdan, et al. "LiBrA-CAN: a Lightweight Broadcast 
Authentication protocol for Controller Area 
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