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Efcient Protocols for Secure Broadcast in
Controller Area Networks
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Abstract�Controller Area Network is a bus commonly used bycontrollers inside vehicles and in various industrial control appli-cations. In the past controllers were assumed to operate in secure
perimeters, but today these environments are well connected to theoutside world and recent incidents showed them extremely vulner-able to cyber-attacks. To withstand such threats, one can imple-
ment security in the application layer of CAN. Here we design, re-ne and implement a broadcast authentication protocol based onthe well known paradigm of using key-chains and time synchro-
nization, a commonly usedmechanism in wireless sensor networks,which allows us to take advantage from the use of symmetric prim-itives without the need of secret shared keys during broadcast. But,
as process control is a time critical operation we make several re-nements in order to improve on the authentication delay. For thiswe study several trade-offs to alleviate shortcomings on computa-
tional speed, memory and bandwidth up to the point of using re-duced versions of hash functions that can assure ad hoc security.To prove the efciency of the protocol we provide experimental re-
sults on two representative microcontrollers from the market: aFreescale S12X and an Inneon TriCore, both devices were specif-ically chosen as they are located somewhat on the extremes of com-
putational power.
Index Terms�Authentication, broadcast, CAN, S12X, TriCore.

I. MOTIVATION AND RELATED WORK

C ONTROLLER Area Network or simply CAN is a com-
munication bus frequently used in vehicular systems and

also common in general purpose automations. Initially devel-
oped by BOSCH, the current specications for CAN are found
in the newer standard ISO-11898. Numerous further improve-
ments appeared in the literature: dual channel architectures [9],
exible time-triggered communication [1], star topologies [4],
[5], dynamic identiers to improve timing requirements [8], do-
main specic adaptations in the aeronautical sector [26], etc.
In the last decade, industrial control and automation systems

become open to malicious adversaries and a signicant part of
the security community focused on alleviating potential threats
in such environments [13], [15]. Also, recent incidents of in-
ternational level, such as the Stuxnet worm, have shown that
embedded devices are not as isolated as once thought and can

Manuscript received September 20, 2011; revised January 22, 2012;
accepted November 29, 2012. Date of publication January 11, 2013; date
of current version October 14, 2013. This work was supported in part by
CNCSIS-UEFISCDI project number PNII-IDEI 940/2008 and by the strategic
grant POSDRU 107/1.5/S/77265 and POSDRU/21/1.5/G/13798. Paper no.
TII-11-543.
The authors are with the Faculty of Automatics and Computers, Politehnica

University of Timisoara, Romania (e-mail: bogdan.groza@aut.upt.ro; stefan.
murvay@gmail.com).
Digital Object Identier 10.1109/TII.2013.2239301

become vulnerable targets [14]. As for in-vehicle security, re-
cent research showed current automobiles to be unexpectedly
vulnerable to external adversaries [11], [18] and it is likely that
many other environments in which CAN operates are not com-
pletely isolated from the outside world. Two comprehensive
books for security in automotives and cryptography based solu-
tions in particular are [20] and [17], both contain relevant chap-
ters on intra-vehicle security. Also several research papers pub-
lished in the last years address these issues [3]. Still, to best of
our knowledge there is no implementation available to assure
authenticity in CAN networks, while the secure perimeters in
which CAN used to operate are becoming increasingly open to
the outside world.
To withstand such threats, security can be implemented at the

application level of CAN. For this we study several trade-offs
to achieve a potentially optimal solution. Digital signatures pro-
vide an elegant method for signing broadcast data, but they are
not the solution in our context because of both the computa-
tional and communication overhead. Elliptic curves can signif-
icantly reduce the size of the signatures, but still the computa-
tional overhead is too much to assure small authentication de-
lays. While the computational overhead can be alleviated by
dedicated circuits, such as ASICs and FPGAs, this will increase
the cost of components, an issue that is largely avoided by man-
ufacturers. One alternative to digital signatures such as RSA, or
ECDSA is the use of one-time signatures which were initially
proposed by Merkle [24]. Although they are frequently men-
tioned in the literature, they are quite unused in practice mostly
because of their one-time nature and less favourable re-initial-
ization. In contrast, symmetric primitives were efciently em-
ployed for authentication in constrained environments such as
sensor networks [21], [22], [28]. Due to the broadcast nature of
CAN, protocols similar to the well known TESLA protocol [27],
[29] can be used in this context as well. Indeed, some of the con-
straints are similar. For example, computational power is also
low and, although high speed microcontrollers are also avail-
able on the market, low speed microcontrollers are preferred to
reduce costs. While TESLA like protocols introduce delays that
could be unsuitable for all real-time CAN based applications,
there is a broad area of applications where they could be toler-
ated in exchange for security. In particular, delays in the order
of milliseconds, or even below as proved to be achievable by
our proof-of-concept implementation, are suitable for a broad
area of real-time control tasks. Many examples of network con-
trol scenarios that can accommodate such delays can be found
in the literature [23].
There is an extensive bibliography related to the TESLA pro-

tocol, its history can be traced back to Lamport�s authentication
scheme [19]. The work of Bergadano et al. [7] proposes sev-
eral variants of one-way chain based protocols, with or without
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