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Abstract Cryptographic puzzles (or client puzzles) are moderately difficult problems that
can be solved by investing non-trivial amounts of computation and/or storage. Devising mod-
els for cryptographic puzzles has only recently started to receive attention from the crypto-
graphic community as a first step toward rigorous models and proofs of security of applica-
tions that employ them (e.g. Denial-of-Service (DoS) resistance). Unfortunately, the subtle
interaction between the complex scenarios for which cryptographic puzzles are intended and
typical difficulties associated with defining concrete security easily leads to flaws in defini-
tions and proofs. Indeed, as a first contribution we exhibit shortcomings of the state-of-the-art
definition of security of cryptographic puzzles and point out some flaws in existing security
proofs. The main contribution of this paper are new security definitions for puzzle difficulty.
We distinguish and formalize two distinct flavors of puzzle security which we call optimality
and fairness and in addition, properly define the relation between solving one puzzle ver-
sus solving multiple ones. We demonstrate the applicability of our notions by analyzing the
security of two popular puzzle constructions. We briefly investigate existing definitions for
the related notion of security against DoS attacks. We demonstrate that the only rigorous
security notion proposed to date is not sufficiently demanding (as it allows to prove secure
protocols that are clearly not DoS resistant) and suggest an alternative definition. Our results
are not only of theoretical interest: the better characterization of hardness for puzzles and
DoS resilience allows establishing formal bounds on the effectiveness of client puzzles which
confirm previous empirical observations. We also underline clear practical limitations for the
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Efficient Protocols for Secure Broadcast in
Controller Area Networks

Bogdan Groza, Member, IEEE, and Stefan Murvay, Student Member, IEEE

Abstract—Controller Area Network is a bus commonly used by
controllers inside vehicles and in various industrial control appli-
cations. In the past controllers were assumed to operate in secure
perimeters, but today these environments are well connected to the
outside world and recent incidents showed them extremely vulner-
able to cyber-attacks. To withstand such threats, one can imple-
ment security in the application layer of CAN. Here we design, re-
fine and implement a broadcast authentication protocol based on
the well known paradigm of using key-chains and time synchro-
nization, a commonly used mechanism in wireless sensor networks,
which allows us to take advantage from the use of symmetric prim-
itives without the need of secret shared keys during broadcast. But,
as process control is a time critical operation we make several re-
finements in order to improve on the authentication delay. For this
we study several trade-offs to alleviate shortcomings on computa-
tional speed, memory and bandwidth up to the point of using re-
duced versions of hash functions that can assure ad hoc security.
To prove the efficiency of the protocol we provide experimental re-
sults on two representative microcontrollers from the market: a
Freescale S12X and an Infineon TriCore, both devices were specif-
ically chosen as they are located somewhat on the extremes of com-
putational power.

Index Terms—Authentication, broadcast, CAN, S12X, TriCore.

1. MOTIVATION AND RELATED WORK

ONTROLLER Area Network or simply CAN is a com-
munication bus frequently used in vehicular systems and
also common in general purpose automations. Initially devel-
oped by BOSCH, the current specifications for CAN are found
in the newer standard ISO-11898. Numerous further improve-
ments appeared in the literature: dual channel architectures [9],
flexible time-triggered communication [1], star topologies [4],
[5], dynamic identifiers to improve timing requirements [8], do-
main specific adaptations in the aeronautical sector [26], etc.
In the last decade, industrial control and automation systems
become open to malicious adversaries and a significant part of
the security community focused on alleviating potential threats
in such environments [13], [15]. Also, recent incidents of in-
ternational level, such as the Stuxnet worm, have shown that
embedded devices are not as isolated as once thought and can
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become vulnerable targets [14]. As for in-vehicle security, re-
cent research showed current automobiles to be unexpectedly
vulnerable to external adversaries [11], [18] and it is likely that
many other environments in which CAN operates are not com-
pletely isolated from the outside world. Two comprehensive
books for security in automotives and cryptography based solu-
tions in particular are [20] and [17], both contain relevant chap-
ters on intra-vehicle security. Also several research papers pub-
lished in the last years address these issues [3]. Still, to best of
our knowledge there is no implementation available to assure
authenticity in CAN networks, while the secure perimeters in
which CAN used to operate are becoming increasingly open to
the outside world.

To withstand such threats, security can be implemented at the
application level of CAN. For this we study several trade-offs
to achieve a potentially optimal solution. Digital signatures pro-
vide an elegant method for signing broadcast data, but they are
not the solution in our context because of both the computa-
tional and communication overhead. Elliptic curves can signif-
icantly reduce the size of the signatures, but still the computa-
tional overhead is too much to assure small authentication de-
lays. While the computational overhead can be alleviated by
dedicated circuits, such as ASICs and FPGAs, this will increase
the cost of components, an issue that is largely avoided by man-
ufacturers. One alternative to digital signatures such as RSA, or
ECDSA is the use of one-time signatures which were initially
proposed by Merkle [24]. Although they are frequently men-
tioned in the literature, they are quite unused in practice mostly
because of their one-time nature and less favourable re-initial-
ization. In contrast, symmetric primitives were efficiently em-
ployed for authentication in constrained environments such as
sensor networks [21], [22], [28]. Due to the broadcast nature of
CAN, protocols similar to the well known TESLA protocol [27],
[29] can be used in this context as well. Indeed, some of the con-
straints are similar. For example, computational power is also
low and, although high speed microcontrollers are also avail-
able on the market, low speed microcontrollers are preferred to
reduce costs. While TESLA like protocols introduce delays that
could be unsuitable for all real-time CAN based applications,
there is a broad area of applications where they could be toler-
ated in exchange for security. In particular, delays in the order
of milliseconds, or even below as proved to be achievable by
our proof-of-concept implementation, are suitable for a broad
area of real-time control tasks. Many examples of network con-
trol scenarios that can accommodate such delays can be found
in the literature [23].

There is an extensive bibliography related to the TESLA pro-
tocol, its history can be traced back to Lamport’s authentication
scheme [19]. The work of Bergadano et al. [7] proposes sev-
eral variants of one-way chain based protocols, with or without

1551-3203 © 2013 IEEE
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Abstract. Defining security objectives for industrial control scenarios is a chal-
lenging task due to the subtle interactions between system components and be-
cause security goals are often far from obvious. Moreover, there is a persistent
gap between formal models for channels and adversaries (usually, transition sys-
tems) and models for control systems (differential or recurrent equations). To bind
these two realms, we translate control systems into transition systems by means
of an abstraction with variable time granularity and compose them with a channel
model that is controlled by Dolev-Yao adversaries. This opens the road for auto-
matic reasoning about the formal model of a control system using model checkers
in a context where the communication channel is tampered with. We address a se-
curity objective that has so far largely eluded in models, namely freshness, which
is highly relevant for control systems. Beyond the wraditional resilience to replay
attacks, we point out several flavours of freshness which are often overlooked,
e.g.. ordering and bounded lifespan. We formalize these notions and show that
their absence can lead to attacks that subvert the control system. Finally, we build
a proof-of-concept implementation that we use to determine attacks on a simple
model which clearly shows that real-world scenarios are within reach.

Keywords: control system, formal modelling, freshness.

1 Introduction

CONTEXT AND REALISM. The generic image of a control system is that of a closed
loop in which a controller regulates the behaviour of a process (usually called plant) as
shown in Figure[Il The design of such systems is commonly based on intricacies known
only to producers and insiders that use them. However, an important aspect reconfirmed
time and again by incidents such as Stuxnet that is that the internal details of a system
are hard to be kept secret to well motivated outsiders (likely, the worm exploited specific
system details). Relying on security through obscurity is a fatal flaw. Since for crypto-
graphic protocols, modeling has proved to be a crucial tool to assess security, it is quite
obvious that modeling industrial control systems in their relation to the communication
channels and adversaries is much more relevant today as they become exposed as parts
of Internet-like structures, e.g., Internet of Things (IoT) [[1]. Indeed, there has been con-
stant attention in the previous years on attack surfaces and countermeasures for control

* This work is supported in part by FP7-1CT-2009-5 project 257876, 5PaCloS: Secure Provision
and Consumption in the Internet of Services.
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Abstract. Security in vehicular networks established itself as a highly active re-
search area in the last few years. However, there are only a few results so far
on assuring security for communication buses inside vehicles. Here we advocate
the use of a protocol based entirely on simple symmetric primitives that takes
advantage of two interesting procedures which we call key splitting and MAC
mixing. Rather than achieving authentication independently for each node, we
split authentication keys between groups of multiple nodes. This leads to a more
efficient progressive authentication that is effective especially in the case when
compromised nodes form only a minority and we believe such an assumption to
be realistic in automotive networks. To gain more security we also account an
interesting construction in which message authentication codes are amalgamated
using systems of linear equations. We study several protocol variants which are
extremely flexible allowing different trade-offs on bus load, computational cost
and security level. Experimental results are presented on state-of-the-art Infineon
TriCore controllers which are contrasted with low end controllers with Freescale
512X cores, all these devices are wide spread in the automotive industry. Finally,
we discuss a completely backward compatible solution based on CAN+, a recent
improvement of CAN,

1 Motivation and Related Work

Vehicular network security established itself as an intense research topic in the last few
years. Remarkable research papers from Koscher et al. [7] and later Checkoway et al. [4]
showed vehicles to be easy targets for malicious adversaries.

While most of previous research was focused on vehicle to vehicle and vehicle to in-
frastructure communication there seem to be only a few results for assuring security on
communication buses inside vehicles. There are several reasons behind this. First, the
relevance of security inside vehicles was decisively shown only in the last two years [[7],
[4]. Second, the design principles used by manufacturers are somewhat out of reach for
the academic community, being hard in this way to understand many assertions behind
protocol design. Third, which is relevant for our research here, intra-vehicle commu-
nication is subject to constraints and specifications that are quite different from other
well studied protocols. Most of the approaches advocate the use of secure gateways
between different ECUs (Electronic Control Unit) or subnetworks [[I]], [13] and rely on
basic building blocks from cryptography (encryptions, signatures, etc.). However, none

J. Pieprzyk, A.-R. Sadeghi, and M. Manulis (Eds.): CANS 2012, LNCS 7712, pp. 185-£0(. 2012.
(€) Springer-Verlag Berlin Heidelberg 2012
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ABSTRACT

Accelerometers provide a good source of entropy for boot-
strapping a secure communication channel in autonomous
and spontaneous interactions between mobile devices that
share a common context but were not previously associated.
‘We propose two simple and efficient key exchange protocols
based on accelerometer data that use only simple hash func-
tions combined with heuristic search trees. Using heuristics
such as the Euclidean distance proves to be beneficial as it
allows a more effective recovery of the shared key. While
the first protocol seems to give just some performance im-
provements, the second, which we call hashed heuristic tree,
is more secure than previous proposals since it increases the
difference in protocol execution between benign and mali-
cious parties. Nevertheless, the hashed heuristic tree is an
entirely new approach which has the advantage of allowing
different heuristics in the search, leaving plenty of room for
future variants and optimizations.

Categories and Subject Descriptors
D.4.6 [OPERATING SYSTEMS]: Security and Protec-

tion— Authentication; K.6.5 MANAGEMENT OF COM-

PUTING AND INFORMATION SYSTEMS]: Secu-
rity and Protection—Authentication

General Terms
Security

Keywords

authentication, accelerometer, key-exchange

1. MOTIVATION

While today’s mobile devices embed countless applica-
tions that boost up usability, they still heavily rely on man-
ual input for performing day by day routines such as pairing,
i.e., bootstrapping a communication channel. Examples for

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.
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Copyright 2012 ACM 978-1-4503-1307-0/12/12 ...$10.00.
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such manual input are the PIN code that needs to be entered
for Bluetooth pairing, the WPS password for connecting to
many WiFi networks, or a shared password for many secure
chat, telephone, or file transfer applications. Depending on
user data not only reduces usability, but inextricably gam-
bles security since such input usually lacks the desired en-
tropy for making a connection secure (as evidenced by the
standard pairing PIN codes 0000’ or '1234’ for many Blue-
tooth headsets).

In contrast, using environmental information is an at-
tractive mechanism for secure pairing between devices in
autonomous and spontaneous interactions where previously
shared information such as public key certificates does not
exists. While manually entered information is time consum-
ing and requires additional input interfaces, using motion,
sound, light, etc., seems to be an attractive alternative that
provides a fast and more scalable solution that can be also
used by unskillful users. A complete survey on different
techniques that can be used for this purpose can be found
in [17].

In particular, motion characteristics acquired from ac-
celerometers are considered to be a rich source of entropy,
easy to produce or re-produce and difficult to guess by out-
siders. Mayrhofer and Gellersen explore the use of shaking
patterns to pair mobile devices in [22] and apply this tech-
nique to secure a bluetooth connection. Bluetooth pairing
is known to be particularly vulnerable [13] to man-in-the-
middle attacks caused by external adversaries and shaking
patterns can be used to remove this problem. The same idea
is also explored by Castelluccia and Mutaf in [5], Kirovski
etal. in [16] and by Bichler etal. in [3]. All methods are
distinct in the way key extraction from sensor data is per-
formed. More specifically, in [22] data is extracted in the
frequency domain by using a coherence function, initially
used in [18] while the other two proposals extract data in
the time domain. Our approach also uses the time domain
but the way in which we extract data by using heuristic
trees and hashed heuristic trees appears to be entirely dis-
tinct from any previous procedure. The closest method to
our extraction procedure could be [3], but the concept of
hashed heuristic tree that we introduce seems to be entirely
new.

In a non-adversarial setting, accelerometer data can be
directly used to distinguish whether or not two devices are
carried together [14], [18], to recognize activities and ges-
tures [15], [24], [19], [1] or an individual gait [2], [11], [10] by
simply exchanging the information acquired from sensors.
But it is not straight-forward to establish a common secret
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ABSTRACT

Many common protocols: TCP, IPSec, etc., are vulnerable
to denial of service attacks, where adversaries maliciously
consume significant resources of honest principals, leading
to resource exhaustion. We propose a set of cost-based rules
that formalize DoS attacks by resource exhaustion and can
automate their detection. Our classification separates exces-
sive but legal protocol use (e.g., flooding) from illegal pro-
tocol manipulation that causes participants to waste com-
putation time without reaching the protocol goals. We also
distinguish simple intruder intervention leading to wasteful
execution from DoS attacks proper, which can be repeated-
ly initiated. Our rules can highlight attacks that are unde-
tectable by the targeted honest agents, or by all protocol
participants. We have successfully tested an implementa-
tion of the methodology in a validation platform on relevant
protocol examples, in what to the best of our knowledge is
the first formal automated analysis of DoS attacks.

Categories and Subject Descriptors

C.2.2 [Computer-Communication Networks|: Network
Protocols—Protocol verification; K.6.5 [Management of
Computing and Information Systems]: Security and
Protection; C.4 [Performance of Systems|: Reliability,
availability and serviceability

General Terms

Security, Verification

Keywords

denial of service, formal modeling, automated verification

1. INTRODUCTION

Protocols that base their security on cryptographic primi-
tives are indispensable nowadays. However, from a computa-

tional perspective, not all cryptographic primitives are cheap.
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While secret-key primitives can be executed in microseconds
on modern computers, public-key primitives require a thou-
sand time more computational steps and can cause resource
exhaustion even on well equipped servers. The problem is
far-reaching: on low computational power devices, such as
sensors, mobile phones, embedded devices, etc., the unjus-
tified execution of even simple cryptographic primitives can
cause resource exhaustion.

In recent years, many protocols have been found vulner-
able to this kind of attacks and modified variants or coun-
termeasures have been proposed. In this paper we focus on
the automatic detection of these attacks, where honest par-
ticipants can be maliciously determined to perform expen-
sive operations, such as public-key encryptions or signatures,
while the adversary consumes significantly less resources.

From the point of view of protocol execution, we consider
useful to separate resource exhaustion DoS attacks in two
main categories:

e Resource exhaustion DoS attacks due to excessive use.
These are attacks in which there is no abnormal use of
the protocol, however the adversary as participant con-
sumes significantly less resources than other principals
thus being capable to cause a DoS. Typical examples
are attacks on the server side, such as flooding, spam,
etc., which do not violate the protocol specification but
can exhaust resources of honest principals.

e Resource exhaustion DoS due to malicious use. In
these attacks the adversary manages to bring the pro-
tocol to an abnormal state (principals are not aware
of their correct identities, shared keys do not match,
etc.) from which the protocol goals cannot be correct-
ly met. Many protocols with such vulnerabilities exist,
probably the best known is Lowe’s attack [13] on the
STS protocol [8], which we will use as one case study.

Of course, in general denial of service (proper) requires
repetition, and one condition for this to take place is the
ability of the intruder to control the initiation of a session.
This condition is sufficient in the case of protocols vulner-
able to excessive use since there is no abnormal protocol
behaviour in this case, and thus an honest principal cannot
detect being under attack (the only prevention is to lim-
it the use of the protocol). A commonly used solution to
protect the server side are proof-of-work protocols based on
moderately hard one-way functions, known as cryptographic
puzzles or client puzzles. In this context, several protocol-
s have been augmented with such constructions, including
e-mail [9], TCP [12], authentication protocols [3], etc.
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Abstract. Model checkers for security protocols often focus on basic
properties, such as confidentiality or authentication, using a standard
model of the Dolev-Yao intruder. In this paper, we explore how to model
other attacks, notably guessing of secrets and denial of service by re-
source exhaustion, using the AVANTSSAR platform with its modelling
language ASLan. We do this by adding custom intruder deduction rules
and augmenting protocol transitions with constructs that keep track of
these attacks. We compare several modelling variants and find that writ-
ing deductions in ASLan as Horn clauses rather than transitions using
rewriting rules is crucial for verification performance. Providing anto-
mated tool support for these attacks is important since they are often
neglected by protocol designers and open up other attack possibilities.

1 Introduction and Motivation

Formal verification tools provide an efficient means for antomatic verification of
security protocols, once models of these have been written, e.g., some variant
of symbolic transition systems. Usually, the focus is on verification of standard
security goals, such as authenticity and confidentiality. However, in many cases,
satisfying these goals is not sufficient to consider a protocol safe and a more
in-depth analysis to rule out other kinds of attacks is necessary.

This paper focuses on two such attacks which are not handled routinely by
many protocol verifiers, namely guessing attacks and denial of service (DoS).
Both of these attacks are a main concern in protocol design. Guessing attacks
are relevant because users tend to choose weak passwords, and some values such
as PIN codes have intrinsically low entropy. They can become the weakest link
in more complex protocols, leading to other attacks as well. Resource exhaustion
is relevant as a common source of DoS as well as from an economic point of view
if one considers ruling out protocol designs that can be exploited to make honest
participants spend unreasonable amounts of resources, time or memory.

* This work is supported in part by FP7-ICT-2007-1 project 216471, AVANTSSAR:
Automated Validation of Trust and Security of Service-oriented Architectures and
by strategic grant POSDRU /21 /1.5/G /13798 of the Human Resources Development
Programme 2007-2013, co-financed by the European Social Fund — Invest in People.
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Abstract. We present a calculus for detecting guessing attacks, based
on oracles that instantiate cryptographic functions. Adversaries can ob-
serve oracles, or control them either on-line or off-line. These relations
can be established by protocol analysis in the presence of a Dolev-Yao
intruder, and the derived guessing rules can be used together with stan-
dard intruder deductions. Our rules also handle partial verifiers that fit
IT1CTE t-hﬁn (1415 E‘.\{'?{f].'{'f‘t. ‘ﬂi’rﬁ .‘:-'h{_}“." l'!.(,]“-' o [i.ﬁriVE' il k[[ﬂ“"ll \\rﬂﬂkllﬁh'h'- iI'l I,.h.E
Anderson-Lomas protocol, and new wvulnerabilities for a known faulty
ATM system.

1 Introduction and Related Work

Analyzing vulnerahility to guessing attacks is of high practical relevance. A value
is deemed guessable if it has small entropy (is chosen from a small cardinality
set), and the guess can be verified. An adversary can perform guessing by off-line
computation, or on-line, exploiting the interaction with honest participants.

Conceptually, guessing involves two steps. Any protocol must have a genera-
tion oracle which computes some value (the verifier), given the secret as input.
Next, a boolean wverification oracle compares a verifier for the guess with one
computed for the actual secret. We use the term oracle for an abstract ohject
that produces a value, regardless of how the computation is done. In particular,
the adversary might use other participants as on-line oracles for this purpose.

Separating the verifier generation from the verification itself, and modeling
them as oracles is key to our analysis of guessing attacks in both off-line and
on-line settings. It is often argued that on-line guessing can be blocked after a
threshold of incorrect guesses. However, if the adversary’s guesses are cached as
valid protocol interactions, relying on blocking is not a justified defense.

Our analysis identifies various guessing situations with partial or complete
view over inputs and outputs of oracles and with off-line, on-line or blockable on-
line oracle access. We provide inference rules which can detect guessing attacks
in these situations. Once such a vulnerability is detected, it is up to further
review to decide if it can be removed by limiting protocol runs. We will also

* This work is supported in part by FP7-ICT-2007-1 project 216471, AVANTS5AR.:
Automated Validation of Trust and Security of Service-oriented Architectures.
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ABSTRACT

In the light of the numerous reported attacks, designing
cryptographic protocols for in-vehicle embedded networks
was a constant preoccupation in the past few years. While
several research proposals appeared, a concrete performance
analysis of such protocols over a realistic network configura-
tion is still absent from the literature. In this work we ad-
dress the performance for various authentication protocols
that were recently proposed for the two most prominent ve-
hicular buses: FlexRay and CAN-FD. While a real-world ve-
hicular network is still out of reach for our work, we achieve
a first step in this direction by using a CANoe based sim-
ulation for these protocols over state-of-the-art automotive
buses. This allows us to draw a more realistic perspective on
the efficiency of existing proposals for bus authentication.
Our results suggest that sharing symmetric keys between
groups of nodes is the most realistic proposal as it creates a
balance between bandwidth efficiency and security level.

Categories and Subject Descriptors

[Security and privacy]: Security in hardware—Embedded
systems security

General Terms
Security

Keywords

broadcast authentication, embedded networks,
CAN-FD, FlexRay

1. INTRODUCTION

Contemporary vehicles are the result of an evolutionary
process that augmented mere mechanical devices with com-
plex electronics and intricate software counterparts. Recent
vehicles have dozens of ECUs (Electronic Control Units)
that implement a plethora of functions dedicated for safety
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critical tasks, e.g., braking and stability control, or mere
informational purposes to make a more pleasurable driving
experience. Of course, behind these miniature computers
called ECUs, a complex network infrastructure needs to be
deployed that connects these ECUs via cables and unavoid-
ably exposes information to the outsiders via various ports,
e.g., OBD (On-Board Diagnostics), or even wireless chan-
nels, e.g., WiFi, Bluetooth, 3G, etc. There are little doubts
that in terms of attacks and defenses vehicular networks will
evolve in a similar manner to computer networks. A solid
proof for this are the countless attacks that were published
in the recent years [9], [2].

The academic research community was quick to react with
various proposals for assuring security on vehicular buses
(these are all surveyed in a forthcoming section). However,
a comprehensive performance analysis of these solutions on
a real-world vehicular network is still missing. The reason
behind this is quite simple, in-vehicle infrastructures are still
subject to many proprietary solutions and architectural de-
tails that are not fully accessible to academic researchers. In
this work we take a first step in this direction by using the in-
dustry standard CANoe tool in order to simulate a realistic
state-of-the-art network based on FlexRay and CAN-FD.

1.1 State-of-the-art in-vehicle buses: FlexRay
and CAN-FD

The reasons for choosing these buses are clear: CAN is the
most common bus inside cars and FlexRay was designed as
its successor. Due to inherent expenses, FlexRay had not
yet entered in all vehicles and a direct successor of CAN
also emerged, i.e., CAN-FD (Controller Area Network with
Flexible Data-rate). We give next a brief description of these
two communication layers.

FlexRay is an automotive communication protocol de-
veloped by the FlexRay Consortium which gathers impor-
tant players in the automotive industry. It was designed as
a faster and more reliable alternative to other automotive
communication protocols existing at that time, e.g., CAN or
LIN. The protocol supports data rates up to 10 Mbit/s and
a data payload length of 254 bytes. The data is transmitted
between ECUs in the form of frames which have the struc-
ture presented in Figure 1. The bit-length of the fields are
displayed below, the only exception being the data field for
which the length is represented in bytes. FlexRay frames can
be either time-triggered (static frames) or event-triggered
(dynamic frames). FlexRay accomplishes the use of both
static and dynamic {rames by employing a predefined com-
munication cycle (Figure 1) which defines specific segments
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Abstract—The CAN (Controller Area Network) bus, i.e., the de
facto standard for connecting ECUs inside cars, is increasingly be-
coming exposed to some of the most sophisticated security threats.
Due to its broadcast nature and ID oriented communication, each
node is sightless in regards to the source of the received messages
and assuring source identification is an uneasy challenge. While re-
cent research has focused on devising security in CAN networks by
the use of cryptography at the protocol layer, such solutions are not
always an alternative due to increased communication and compu-
tational overheads, not to mention backward compatibility issues.
In this work we set steps for a distinct approach, namely, we try
to take authentication up to unique physical characteristics of the
frames that are placed by each node on the bus. For this we an-
alyze the frames by taking measurements of the voltage, filtering
the signal and examining mean square errors and convolutions in
order to uniquely identify each potential sender. Our experimental
results show that distinguishing between certain nodes is clearly
possible and by clever choices of transceivers and frame IDs each
message can be precisely linked to its sender.

Index Terms—CAN bus, physical fingerprinting, source identifi-
cation.

1. MOTIVATION AND RELATED WORK

HE Controller Area Network (CAN) is a broadcast serial

bus initially designed for in-vehicle communication. The
ever growing design complexity of automotive embedded sys-
tems makes it difficult for the manufacturers to anticipate all
possible threat scenarios. As a result, vulnerabilities in automo-
tive systems are highlighted by an increasing number of recent
papers [1], [4], [6]. All these prove that in-vehicle communica-
tion, in the absence of source authentication, is an easy target
even in front of some of the most basic attacks, e.g., replays,
packet injections, etc.

The CAN physical layer is typically implemented as a two
wire differential bus as presented in Fig. 1. Each frame begins
with an identifier (ID) which determines the priority of the frame
and carries up to 64 bits of data followed by a standard 15-bit
CRC. The 64 bit data field of the CAN frame gives the first hints
on why assuring cryptographic security is uneasy. Clearly, it
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Fig. 1. Typical CAN bus topology.

is not feasible to fit an authentication tag plus the message in
the 8 byte block that is carried by each frame. Adding separate
authentication frames increases the bus load and CAN is lim-
ited to 1 Mbps, an upper-bound that is already reached in many
practical scenarios. Message Authentication Codes (MACs), the
cryptographic tool for assuring message authentication, are usu-
ally in the order of 128 bits and while truncating them to a par-
ticular length is an option one still needs to fit them along with
the message within the 64 bits (clearly, this is not possible). Van
Herrewege et al. propose in [8] the use of CAN+ in order to
hide the authentication bits within the bits of a regular CAN
frame. But CAN+ capable controllers are not yet available on
the market and it is not clear if they will be produced in the near
future (currently, as a more expensive alternative, the industry
is migrating to other layers such as CAN-FD or FlexRay). In [7]
Szilagy and Koopman allow each node to vote on the authen-
ticity of the message and each vote consists in several MACs
that are truncated in order to fit them inside each frame. The
suggested value from [7] is 8 bits for each MAC, this is clearly
too low to assure real-world security.

Obviously, the alternatives for assuring source identification
on CAN are limited. To alleviate this, here we take an entirely
distinct approach by trying to identify the nodes based on the
signal patterns. The CAN specification allows great freedom in
the implementation of the physical layer. As a consequence, sig-
nals produced by transceivers from different manufacturers are
not identical. Moreover, as each electronic component gathers
unique physical characteristics, even signals generated by trans-
ceivers from the same manufacturer show up unique peculiari-
ties that can help to distinguish between senders.

RELATED WORK. Several lines of work were already fo-
cused on physical layer security. Hall et al. [3] used radio
frequency fingerprinting for intrusion detection in wireless net-
works. Beamforming and artificial noise were used in wireless
networks in a physical layer approach to provide secure com-
munication in the presence of eavesdroppers [5]. Investigations
were done in the case of wired buses as well. The work of
Gerdes et al. [2] is focused on identifying Ethernet cards by
studying the synchronization signal (found at the beginning of
each Ethernet frame) with the help of a matched filter. Reported
experimental results show that Ethernet cards of different
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