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FREE-TEXT KEYSTROKE DYNAMICS DATA SET AND ALGORITHMS FOR
CONTINUOUS AUTHENTICATION IN EDUCATIONAL PLATFORMS WITH
MASSIVE OPEN ONLINE COURSES (MOOC)

The paper focuses on the continuous authentication of a computer user based on
keystroke dynamics, the way to type on the keyboard. During the research, an authentication
algorithm based on keystroke dynamics was developed, a data set regarding the typing mode
was collected from 80 volunteers, two modified metrics were proposed to obtain better
performances of the authentication algorithm and a data structure was proposed to store the
necessary information of the users.

This method of authentication justifies its attention especially in online educational
platforms, platforms that experienced a very large increase in 2020, due to the relocation of
most courses in the online environment, a restriction generated by the COVID-19 crisis.



1. INTRODUCTION

1.1 Thesis context

This thesis started from the need to develop additional ways to identify the identity of a
user who uses a private account on a computer. This need is more pronounced in the case of
courses or exams that take place online. The MOOC phenomenon (Massive Open Online
Courses), courses attended by a large number of students from any corner of the world online,
was born in 2008. This phenomenon reached a first maximum in 2012, and in 2020 there was
an exponential increase in the number of students enrolled [IAP21b].

The year 2020 also led to radical changes in education systems as an outcome of the
health crisis caused by the SARS-CoV-2 virus. This has resulted in an unprecedented push to
online learning. Universities, primary schools or high schools have been pressed to adapt and
move the entire classical education system from studying in the classroom, face to face, to
distance platforms. In this context, it has become much more important to find methods to
ensure that, for instance, during an exam, where both the teachers and students are in different
locations, to ensure that the student, through easily accessible means, is the one who solves
the subjects and receives a grade based on his knowledge and performance [IAP21b].

There are many ways and possibilities to identify and authenticate a user from an electronic
account. The most common method is to retain a username and its password and based on
these two, the user has access to the account. The use of physical cards, such as those used by
banks, or fingerprints, retinal scanning or face recognition requires the existence of additional
devices for retrieving data from users. For authentication during an exam, it is not enough to
have an account and a password, in case the student wants to speculate by leaving someone
else in his place to solve the subjects. In most cases, the camera and microphone must be
turned on throughout the exam [IAP21b].

An effective method in solving the problem described above is continuous
authentication using keystroke dynamics. Keystroke dynamics is the method by which a user
can be identified or authenticated based on his or her particular way of typing text on the
keyboard. This method does not require additional hardware, any computer or laptop that is
equipped with a keyboard is accepted. Additionally, another advantage is represented by the
fact that the identity verification can be done continuously, at any time when the user types on
the keyboard. The password authentication cannot be done the same way presented before,
being done usually only once when accessing the account, and along the way the user can
change without the system to realize the change.

Another advantage of using identification or authentication using keystroke dynamics
is that the user does not have to take additional steps. The participants just have to type and
the system monitors the way of their typing. In this case, after an authentication in a system, if
the user changes, the system will realize that someone else is at the computer and can signal
this change.

Thousands of students can participate in MOOC courses at the same time. In the case
of an exam with thousands of students, it becomes impossible to supervise through the video
camera and the microphone, this method being effective when the number of students is
reduced. In the case of keystroke dynamics, any number of students can be continuously
authenticated, there is no such limitation in this regard.

The disadvantage of a system with authentication or identification of users through the
keystroke dynamics method is the accuracy of the algorithm with which the user can be
identified. Currently, systems that use this method do not reach error rates of 0%. They have
performance that identifies the user with an error rate of less than 10%, or in some cases with



even higher accuracy, instead improving algorithms based on keystroke dynamics is still a
challenge in this area. Along these, another challenge for scientific research in this field is the
fact that in order to test the efficiency of the algorithms proposed in various researches,
databases are needed that capture the typing mode, thus better simulating the real conditions.
Within the scientific research made about the keystroke dynamics they were identified two
different branches. The first would be when a user types a default text on the keyboard, such
as a user, a standard password or phrase. The second one would be the typing of a free text on
the keyboard without certain conditions being imposed [UMP85] [MES11]. The two methods
are analyzed separately by different methods in the scientific literature on this subject. Both,
however, involve a phase in which the system collects data about the user, the typing times,
and the typing mode, thus, creating a profile of the user that he will use later in the continuous
authentication phase. The first method has been more intensively explored and the results are
more successful in this direction because it is the same text entered from the keyboard each
time. The second method, when the user types a free text with the help of the keyboard,
without conditions, has been researched especially in recent years, and the results are
increasingly improved.

Only in the last 5 years over 10,000 scientific papers have been published about
keystroke dynamics. Also, survey papers have been published as keystroke dynamics
biometrics has drawn intense research interest the past couple of decades [ZHO15].

1.2 Thesis objectives

In this research project, the author set the following four objectives:

Objective 1, O1, The first objective of this thesis is to collect a database with the test
pattern from at least 80 users, in order to test the authentication algorithm for this research,
but also to make it available to other interested researchers.

Obijective 2, 02, The second objective of this thesis is to implement an algorithm for
authenticating the users of a computer based on the keystroke dynamics, the keyboard typing
mode.

Obijective 3, O3, The third objective of this thesis is to propose at least two new metrics
for calculating the distances between two vectors that generate better performance compared
to the Equal Error Rate (EER) performance indicator than the classical methods.

Obijective 4, O4, The fourth objective of this thesis is to propose a data structure as
efficient as possible, which should contain the most relevant information about the typing of a
user.

1.3 Thesis structure

The thesis is organized as follows:

* Chapter 1 presents the thesis context, the thesis objectives and the thesis structure.

* Chapter 2 presents the state-of-the-art of the field to which this work is addressed.

*» Chapter 3 presents the research methodology applied in this research project. The
steps performed in the present scientific research are presented below: A. Development of the
platform for the acquisition of input data, B. Acquisition and initial processing of input data
from 80 volunteers (how typing on their keyboard), C. Processing the input data so as to
generate a user pattern for each user, D. Development of an algorithm in the C programming
language for calculating distances used in keystroke dynamics authentication, E. Simulation
of system authentication by genuine users or impostors to measure the performance of the
developed algorithm.

* Chapter 4 is about the data set collected for the present research. This chapter



addresses the validation of O1 from the first chapter of this thesis.

* Chapter 5 In this chapter it is presented the authentication algorithm based on free-
text keystroke dynamics. First of all, the algorithm developed for processing the data obtained
from the users is presented. The algorithm simulates user authentication based on keystroke
dynamics and measures the obtained performances. The development of this algorithm is
established by O2 from the first chapter of this thesis.

* Chapter 6 In this chapter it is presented a series of experiments performed to measure
the performance of the written algorithm for the purpose of this research and to analyze the
results obtained. This chapter addresses the validation of O3 and O4 from the first chapter of
this thesis.

* Chapter 7 summarizes the conclusions drawn from the previous chapters and future
research directions in this field, starting from the results presented in this paper. The author's
own contributions to the field of keystroke dynamics are presented in this chapter. The
personal contribution: the proposal of two new metrics for calculating the distance between
two vectors in order to allow the approximation of the degree of similarity between two
patterns from two different users or from the same user. Also, the data collected from the 80
users about how to type on the keyboard is a contribution to the advantage of future
researches because they will be available to all researchers interested in conducting
investigation in the field. Another own contribution is the proposal of a pattern in order to
retain the minimum necessary data about a user so to obtain performances in the continuous
authentication.

2. STATE-OF-THE-ART

2.1 Evolution of educational systems

In this subchapter the author presents the evolution of MOOC (Massive Open Online
Courses) platforms. In 2020, in the Coursera Platform are involved nearly 69 million learners
[VANZ20]. The number of Massive Open Online Courses increased in the last years.

Debates about future and evolution of eLearning and MOOC (Massive Open Online Courses)
were in the last few years. In this chapter the author makes an introspection in evolution of
Massive Open Online Courses with a comparison of the most important platforms of MOOC.
Also, in the last years, researchers have paid attention to Learning Analytics field [IVA16].
We have more and more data from Learning Management Systems. There were noticeable
additional challenges regarding the field of education in 2020. With the COVID-19 pandemic
the authorities have not only introduced restrictions on the movement of citizens, but have
also tightened the preventive measures implementing new regulations with reference to
education. A decisive number of universities have had to adapt to the unfamiliar
circumstances, moving all their activities to the online environment. These limitations have
led to an unprecedented leap in online education. Suddenly, both teachers and students or
pupils, were forced by the newly implemented conditions to move their entire activity to
online educational platforms and thus continue their courses in this manner. This process has
led to a development of the e-learning section, helping the growth of companies that are being
active in this field and has forced those who have not used these systems so far to learn them
in a very quick way [IAP14a].

The educational system has continually evolved due to technological innovations. In
[DAN12] the author made an enumeration of innovations: In 1841 the blackboard, in 1940 the
motion picture, in 1957 the television. Programmed learning and computers were another
invention which contributed on education evolution. Internet and communication technologies
could develop the format of education [IAP14a].



The MOOC evolution starts with the “Connectivism and Connective Knowledge” —
CCKO08 course in 2008 which had a large number of online participants. The course was
facilitated by Downes and Siemens [DOW14] [IAP14a].

The MOOC starts in the 2008 but the year 2012 was declared the MOOC year. The next years
after 2012 was good years for MOOC, with millions of learners and hundreds of partners
involved to develop courses [IAP14a].

A record number of users turned to online learning in 2020. Since March, there were
more than 69 million enrollments only on Coursera. About 430% increase compared to the
same period last year [VANZ20] [IAP21b].

2.2 Keystroke dynamics — literature review

Keystroke dynamics is a research field with more and more importance in network
access control and cyber security [ZHO12] [IAP21b]. For now, only a few studies are about
free-text keystroke dynamics, the way that the users type what text the user wants. Most of
them are analyzed only fixed text, static text [ZHO12] [SAL10] [ZAC10]. Fixed content and
fixed length data are usernames or passwords [MONO2]. Free text requires two phases: the
user enrollment phase in the system and the user verification phase [MONO02].

First, the use for users identification was researched in the 1970°s [ZHO12]. Spillane
wrote his conclusions about the first investigation in 1975 [FOR77] and Forsen, Nelson and
Staron in 1977 [SPI75]. ‘Fist of the Sender’ was a methodology in World War II that was
used to identify, by using the rhythm, the sender of the telegraph. [BAN12] [VACO07]
[DUNOS8][IAP214a].

Keystroke dynamics have been studied mostly in connection to authentication, but
some studies, such as [MES11], have also studied the detection of emotional states of the user
who uses the keyboard. Other studies focus on predict users age and gender from
unintentional traces, that left behind by use of keyboard and mouse [AVA17]. In [SAL18],
the authors explored the relevance of individual and general keyboard and mouse interaction
patterns and they had modeled user’s keystroke dynamics and mouse movements with data
mining techniques to detect the emotion of users in real-world learning scenarios [IAP21a].
In [LIM14], the authors indicates that automatic analysis of human stress from mouse input
and keyboard input is potentially useful for providing adaptation in e-learning systems
[IAP21a].

Typing behavior for continuous authentication is a biometric modality proposed in
[ROT14]. The authors collected a video database from 63 users with static text and free text
typing and developed computer vision algorithms to extract hand movement from the video
stream.

If most studies use only data retrieved from the keyboard, there are studies that use a
mixed method of user identification, based on data retrieved from the keyboard, but also on
data retrieved from the mouse [LOZ17]. Additional features, like pressure, are used in
addition to time-based features, but to capture this data you need touch screens or other
special devices [TEH13]. The stages that a research in this field goes through are: extracting
the keyboard features, creating user profiles and updating them and identifying the efficiency
criteria [KOC19] [IAP214].

Commercial keystroke dynamic products exist. In 2003, the paper [ILOO03] presents
the company BioNet Systems which patented the BioPassword authentication system
[ZIL98]. In Romania, Typing DNA is a company, a start-up, that received funds of 6.2
million euros in 2020 to create a typing identity for security [STE20].

Other studies, like [ARW17], incorporates the use of nonconventional typing features
using free text typing dynamics. Semi-timing features along with the editing features were
extracted from the users' typing flow and decision trees were used to classify each of the user
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data.

Algorithms of dynamic authentication can be divided into three major groups:
estimation of metric distances, statistical methods and machine learning. Methods of keyboard
recognition used in the literature are: distance, neural networks, statistical, probabilistic,
machine learning, clustering, decision tree, evolutionary computing, fuzzy logic or other
[KOC19] [IAP21a].

Some limitations of keystroke dynamics previous research were: it took a long time to
train the model, data were manual preprocessed by human or large database was required
[YUEO4]. The authors from [YUEO4] conclude that use of keystroke dynamics can make a
more secure system.

3. RESEARCH METHODOLOGY

The steps performed in the present scientific research are described below:

A. Development of the platform for the acquisition of input data

B. Acquisition and initial processing of input data from 80 volunteers (how typing on
their keyboard)

C. Processing the input data so as to generate a user pattern for each user

D. Development of an algorithm in the C programming language for calculating
distances used in keystroke dynamics authentication

E. Simulation of system authentication by genuine users or impostors to measure the
performance of the developed algorithm

The first two steps of the research methodology, A. Development of the platform for
the acquisition of input data and B. Acquisition and initial processing of input data from 80
volunteers (how typing on their keyboard), have the role of approaching O1, as described in
the first chapter of the thesis: to collect a database with the test pattern from at least 80 users,
in order to test the authentication algorithm for this research, but also to make it available to
other interested researchers.

The third step of the research methodology, C. Processing the input data so as to
generate a user pattern for each user, and the last step of the research methodology, E.
Simulation of system authentication by real users or imposters to measure the performance of
the developed algorithm, have the role of approaching O4, as described in the first chapter of
the thesis: to propose a data structure as efficient as possible, which should contain the most
relevant information about the typing of a user.

The third step of the research methodology, C. Processing the input data so as to
generate a user pattern for each user, and the forth step of the research methodology, D.
Development of an algorithm in the C programming language for calculating distances used
in keystroke dynamics authentication, have the role of approaching 02, as described in the
first chapter of the thesis: to implement an algorithm for authenticating the users of a
computer based on the keystroke dynamics, the keyboard typing mode.

The last step of the research methodology, E. Simulation of system authentication by
genuine users or impostors to measure the performance of the developed algorithm, has the
role of approaching O3, as described in the first chapter of the thesis: to propose at least two
new metrics for calculating the distances between two vectors that generate better
performance compared to the Equal Error Rate (EER) performance indicator than the classical
methods.



4. FREE-TEXT KEYSTROKE DYNAMICS DATA SET FOR CONTINUOUS
AUTHENTICATION

To research in the field of keystroke dynamics biometrics the researchers need input
data obtained from computer users in different real situations. The necessary data are
represented by the keys typed on the keyboard but also by the times at which they are pressed.
The time when a certain key is pressed, respectively the time when a certain key is raised. The
difference between these times is the keystroke time. Another important piece of information
is the time between two keys. The difference between the time a key was released and the
time a next key was pressed [IAP21a].

This information can only be obtained in a restrained or controlled environment, with
the consent of those participating to this experiment. The agreement of the participants is
necessary because it exists a possibility to form the initial text that the user typed on the
keyboard with access to this data, and if, for example, a user is monitored while sending e-
mails or doing other activities, the information may be confidential.

In the literature there are several sets of data that are accessible for research purposes.
In the first phase, the author used these data sets. Most are represented by texts in English,
obtained from the educational environment, by researchers from their university colleagues or
from students.

Some data sets are retrieved by a specific program, in a special environment made for this
purpose. Others are made to monitor everything that is typed on a computer, regardless of the
program used at one time by the user. It monitors everything typed on the keyboard and
typing times whether the user is writing e-mails, writing in a Word, Excel document or
programming on a computer in a certain programming environment.

On the other hand, for the purpose of the research the author developed their own
environment to obtain data from volunteers. The author has created a web environment for
taking over keys and typing times in JavaScript. A form is created that takes over the keys and
typing times while completing a form on a web page [IAP21a]. The website was created on
the sites.google.com platform. The web platform can be accessed at
https://sites.google.com/view/cataliniapa.

To capture the keys and typing times the author created a web form through which
users were invited to answer several generic questions. The text entered from the keyboard by
each user should be written freely by each user, without the need to reproduce a specific
predefined text. At each text box, a series of generic questions were formulated to guide the
user to a certain topic in the text he completed. The questions asked were about the weather,
the ideal day or the educational system. To form the database for research is not relevant the
topic of the text, but the way it is written.

The text written by users is in Romanian. Most datasets in the literature are texts
captured from users who have written in English [IAP21a].

The form created to purchase data sets for research purposes was completed by a
number of 80 users. They handed over data for 410,633 key-events [IAP21a]. The average
number per user is 5132 key events. The comprise time used by all 80 users to complete the
form was 23 hours, 28 minutes and 19 seconds. The average time spent by users on the data
collection platform is 17 minutes and 36 seconds.



5. ALGORITHM DEVELOPMENT FOR KEYSTROKE DYNAMICS
AUTHENTICATION

The architecture of the keystroke dynamic authentication system has two important
parts. The first is the system training phase part, part in which users enroll in the system
providing data on how to type. In this phase a pattern is created for each user and is stored in
the database to be used in the continuous authentication phase. The second part is the
continuous authentication phase. In this phase the system continuously verifies the users
connected with a valid username and password. Throughout the time a user is logged in to the
account, the system takes data from it on the typing mode and continuously compares the
resulting pattern with the pattern in the database. As long as there is acceptable similarity
between the two patterns the user remains logged in to the system. When the system finds that
the two patterns are no longer similar, the one taken from the user logged in to the account
and the one from the database, the system generates an alarm signal and the user is removed
from the account. He can re-enter the account by re-entering the username and password
[IAP21a].

The collection and initial processing of input data are the first steps taken in order to
obtain key events of each user. This data represents the input data for the continuous
authentication algorithm based on keystroke dynamics. Once the sample size is set, the next
step is to divide the user data into key event sequences. The algorithm transforms key events
into information about keys and information about diagrams, and then forms the time vectors
needed to calculate distances. After the steps described above have been completed, the
distances between the vectors are calculated, in order to establish the similarity between two
users. Four types of distances are used: Euclidean distance, Manhattan distance, R distance
and A distance. With these distances calculated for each user in the database, we proceed to
simulate the authentication in the system, in turn by each user in the database. Following the
simulation of the authentication in the system, four performance indicators of the algorithm
are generated: False Acceptance Rate (FAR), False Rejection Rate (FRR), True Acceptance
Rate (TAR) and True Rejection Rate (TRR). Based on these, the Equal Error Rate (EER) can
be calculated, the main indicator of the performance of the algorithms used in this thesis.
Also, to view the performances, two graphs are generated: FAR and FRR chart and ROC
curve.

6. EXPERIMENTS AND RESULTS - SIMULATION OF SYSTEM
AUTHENTICATION BY GENUINE USERS OR IMPOSTORS

In this chapter it is presented a series of experiments performed to measure the
performance of the written algorithm for the purpose of this research and to analyze the
results obtained. Gradually, experiments with the keystroke time of a single key, in the
subchapter 6.1, and experiments with di-graphs, in the subchapter 6.2, are presented. Both in
the analysis of the characteristics with a single key and with a di-graph, the degree of Equal
Error Rate (EER) is calculated in order to appreciate the performances of the algorithms. The
results are presented in the case of experiments using Euclidean distance (in the subchapters
6.1.1 and 6.2.3), Manhattan distance (in the subchapters 6.1.2 and 6.2.4), R distance (in the
subchapter 6.1.3) and A distance (in the subchapters 6.1.4 and 6.2.5). The chapter also
investigates, in the subchapter 6.1.5 The sample size, the differences in performance if the
pattern is built for each user with various sample sizes, starting from 200 key events / pattern
and up to 3000 key events / pattern. At the end of the chapter, following all the experiments



performed and presented, the author proposes, in the subchapter 6.4, Proposing new metrics
for calculating distances between users, the modification of two metrics obtaining new
metrics for calculating the distances between two vectors that have higher performances than
the classical calculation methods. For the two new metrics, the performances obtained in
terms of Equal Error Rate (EER) are presented. By proposing these metrics, O3 is validated. It
also proposes, in the subchapter 6.5, Proposed user pattern, a structure for retaining a user's
pattern, a structure that takes up small memory and requires little time to perform all the
necessary calculations in the algorithms. By proposing the user pattern, O4 is validated. In the
end of the Chapter, in the subchapter 6.6 Comparison of the related works, the performances
obtained in the present research are compared with those obtained by other authors in their
researches.

7. CONCLUSIONS AND FUTURE WORKS

The four objectives formulated in the first chapter were approached and validated
during the presented chapters.

7.1.1 The personal contributions

The personal contributions presented in this research are:

1. A free-text keystroke dynamics algorithm for continuous authentication has been
developed. The algorithm can be found in Appendix 1 - Free-text keystroke dynamics
algorithm for continuous authentication and it was presented in Chapter 4.

2. It was created a database with typing mode from 80 users, 410.000 key events, a
total time of approximately 24 hours for the acquisition of the necessary data. Detailed in
Chapter 5

3. A modify Manhattan distance metric has been proposed, calculated on the most
used 14 letters. The proposed new distance metric improves performance coefficient EER
from 7.13% to the value of 5.33%. This means a 25.24% improvement in performance.
Details about the proposed new metric are in the subchapter 6.5 Proposing new metrics for
calculating distances between users, 6.4.1 New metric for calculating distances based on
individual key time.

4. A modify distance metric has been proposed, calculated on the most used 12 di-
graphs. The proposed new distance metric improves performance coefficient EER from
5.23% to the value of 3.27%. This means a 37,47% improvement in performance. Details
about the proposed new metric are in the subchapter 6.4 Proposing new metrics for
calculating distances between users, 6.4.2 New metric for calculating distances based on di-
graphs times.

5. A structure for user pattern with the efficiency of the space used but also with the
premises to make the necessary calculations in a short time has been proposed. The total
space occupied by such a pattern for a user is only 256 bytes (64 floats). The proposal
formulated for the retention of the pattern is represented in subchapter 6.5 Proposed user
pattern.

7.2 Future works

This thesis has reached its established objectives, and the conclusions presented in the
previous subchapter open new possibilities to continue research in new directions, such as:
* Expanding the keystroke dynamics database by collecting data from a larger number



of users;

» Expanding the database by collecting data from the 80 users in new sessions in order
to research the evolution of the typing pattern over time

* Analysis of new algorithms, based on different techniques compared to calculating
distances between time vectors

* Applying the metrics proposed in this paper to other databases available from
another scientific research

* Analysis of the particularities of the special characters from the Romanian language,
which are not found in English: AL A, S, T.

* Character analysis punctuation, SPACE, ENTER, TAB, BACKSPACE etc.

» Changing data collection conditions: changing the keyboard, under stress, etc.

* Analysis of the word in which the di-graph appears

* Developing keystroke dynamics authentication algorithms based on tri-graphs

* Developing keystroke dynamics authentication algorithms based on n-graphs
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