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Abstract

Many detection techniques have been proposed until now that struggle to keep up with the inherent complexity of applications, networks and protocols, resulting also in the
growing rate of attacks that exploit them. Security frameworks that are created using an ontological approach are the next-gen systems of defense that have some advantages over
the conventional techniques because they can capture the context of information and are capable to filter these contents depending on some certain factors. This paper proposes a MATHEMATICS IN ENGINEERING PROBLEMS
method of creating an ontology that can be used for improving detection capabilities of attacks at all application levels. The ontology serves as a data model and knowledge base of
the cyb: domain that conc izes and stores various types of data needed in the process of detecting an aware situation, such as information about attacks (types),
OSl stack levels to which are targeted (software, network, hardware), countermeasure methods, resources necessary, knowledge required etc. The quality of the proposed model
was assessed using a methodology known as OntoClean, that is a comprehensive suite of metrics for ontology evaluation that can comprise up to 15 criteria, as will be discussed
during this paper. The ontology was tested in attack detection using a prototype web application firewall. In the evaluation process we used the famous dataset Kyoto2006+ problem solving methods of expert systems
proposed by the University of Kyoto in this scope. The results yielded for attacks detection by our proposed system were compared to other existing security solutions, like APPLIED INTELLIGENCE

ModSecurit and Snort. In the conclusion section are stated the future directions of this research towards constructing reliable systems for cyber-security.
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Abstract

In this paper is proposed an object-oriented reasoning system that is used to obtain the saturation of any type of logical knowledge base. A logical knowledge base is a triple (F,R,N)
constituted from a set of facts, rules and negative constraints. The main objective is to implement an algorithm for derivation (i.e. a reasoner system) that works by successively
applying the set of rules on the set of facts in order to derive new (implicit) knowledge from the explicitly stated ones and at the same time not to violate any negative constraints
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from the set N. This is known in logics as the Modus Ponens principle. The process continues until is obtained the saturation of the knowledge base, that is when new facts cannot presence of heat generation or absorption

be produced from the application of rules on the set of facts. The concrete implementation of the algorithm was done in Java. The knowledge base is comprised of sets of objects of effects

classes in form of collections. The algorithm takes as input the sets of the knowledge base, (F, R, N) and produces as output the new (saturated) set of facts. In the process of HEAT AND MASS TRANSFER

matching the rules on the facts to derive conclusions, the algorithm relies on the backtracking algorithm in order to find all the possible solutions (i.e. all sets of facts that match the

conjuncts of a rule) in an iterative, progressive and ordered manner. Experiments were made on three types of knowledge bases of various sizes: small, medium and large. Had been Yager, RR;

shown the computation times of the algorithm in each case in order to obtain its goals. Our backtracking-based solution has been compared with a more general one, who works by Measuring information in possibilistic logic
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Abstract

The main scope of this paper is to present a methodology of engineering an ontology and to demonstrate how it is applied for designing and evaluating cyber-defense systems. The
ontology is intended to be a vast model of the cybersecurity domain that captures a lot of information about attacks, source and target systems, methods, vulnerabilities exploited,
consequences, controls for mitigation etc. For evaluating the quality of the proposed model we headed towards state-of-art methodologies comprised of a suite of metrics for
assessing, among others: correctness, consistency, accuracy, completeness, soundness, task orientation. For the most important task, evaluation of efficacy in attacks detection, the
proposed ontology was used as a knowledge model of a prototype web application firewall and we tested the system on a known evaluation dataset. The proposed system yielded
a good detection rate and a low rate of false positives and negatives on the test data, and it was compared with other existing solutions in the field.
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Abstract

In this paper is proposed an intrusion detection system (IDS) that makes use of some of the newest and innovative technologies that began to be used also in this field, as are those
from Artificial Intelligence and Semantic Web. From the first category the most important are multi-agents and clustering techniques, and from the latter ontologies. The main
objective of the current work is to overcome the problems of traditional IDSs, that use a centralized architecture in realizing the detections of attacks, by employing a distributed
approach, thus avoiding all inherent problems, as it will be described more broadly during this article. Proposed solution combines a multi-agent technology with a semantic data
model and a data mining algorithm. Experiments have been performed and the results were compared with other 2 IDSs from literature, one centralized and one distributed in
terms of two functional requirements: scalability and detection accuracy.
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Abstract

This article aims to present a system for making inference (derivation) on any logical knowledge base with the goal to achieve its saturation. Typical knowledge bases from literature
are comprised of facts and deduction rules. In our work was considered an extra layer of this ontology: the one of constraints. So, in our case, the KB is a triple: (F,R,N). The concrete

implementation of the system for derivation was made in the object-oriented language C#. The KB is represented in OO environment as a collection of objects of classes

corresponding to each type of knowledge. The system takes at input the ge base (in OO repr

saturated set of facts. The testing was done on three types of KBs: small, medium and large. Results and comparisons are presented to the reader in tabular form.
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Abstract Keywords
This article represents a study that we conducted in the domain of new technologies that have been developed for the most important Semantic Web., Artificial i €., process
service that runs on the Internet, which is the World Wide Web. This new generatlan is called the Semantic Web. We will present this ontology., logical representation formalism., OWL.
domain theoretically, describe their architectures with the stack of new tec g digms, service standards that

have been created in order to sustain their operability. We will make comparisons of these wn(h the old, traditional technologies
correspondent from the classic Web and show what are their advantages and improvements, how they are expected to change our
lives in better, what are the social and economic impacts. The results of researches are presented in tabular forms, with tables
containing various data that we culled from the resources read from literature, we analyse, combine and process them in order to
present the reader with a rich set of information about the domain considered. We then make a series of discussions and analyses
around these results in order to present their significations, explain the repercussions they have and what are the advantages and
benefits that will bring in this field of interest.
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Using Artificial Intelligence and Semantic Web Technologies Inside Cyberdefense Systems
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Abstract Keywords
In this paper we will make a study and analyses regarding the new techniques used in the construction of Intrusion Detection Systems artificial intelligence., machine learning., deep learning.,
(IDS). Because most of these techniques, as it is stated in the literature, come from the Artificial Intelligence domain, here we will focus semantic web., intrusion detection system., intelligent
our attention also on it, more specifically Machine Learning. Are discussed some of the most important techniques from this domain technology.

and it is shown how they can be used to improve the detection of attacks. Models in the form of UML diagrams are presented with the
scope to also visually illustrate the role of each technique in the intrusion detection process. From the articles studied in the literature
by authors in conducting the current research was compiled a list of some commercial/research IDS products that use Machine
Learning algorithms in their detection methodologies. Like in any review paper, the reader is provided with references in literature
where one can find more information to enrich its knowledge for the particular discussed domain.
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